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Satisfiability Modulo Theories (SMT) solvers

e Useful tools for
 Verification
* Interactive theorem proving
* Symbolic execution
* Synthesis
e ...(your application here)

* Examples of current SMT solvers:
e 73, CVC4, Yices2, Boolector, MathSAT, VeriT
—> CVC4 SMT solver
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Satisfiability Modulo Theories: Resources

News Standard Benchmarks Software Credits

e SMT-LIB (http://smt-lib.org/)

SMT-LIB

Y T h H THE SATISFIABILITY MODULO THEORIES LIBRARY
eories
o | g i
0 I CS SMT-LIB is an international initiative aimed at facilitating research and development in Satisfiability Modulo Theories Home
° O . (SMT). Since its inception in 2003, the initiative has pursued these aims by focusing on the following concrete goals. About
ptions _—
» Provide standard rigorous descriptions of background theories used in SMT systems.
Standard
* Ot h e r | a n g u a ge fe at u re S » Develop and promote common input and output languages for SMT solvers. T
gu:
« Connect developers, researchers and users of SMT, and develop a community around it.
[

La rge | i b ra ry Of b e n C h m a r kS « Establish and make available to the research community a large library of benchmarks for SMT solvers. Theories

Logics
« Collect and promote software tools useful to the SMT community. ¢

Examples
This website provides access to the following main artifacts of the initiative. Benchmarks

« Documents describing the SMT-LIB input/output language for SMT solvers and its semantics; Software
« Specifications of background theories and logics; Solvers
« Alarge library of input problems, or benchmarks, written in the SMT-LIB language. Utilities
¢ Links to SMT solvers and related tools and utilities. Contact

Related

Credits

 SMT-COMP (https://smt-comp.github.io/2020/)

* Yearly competition of SMT solvers



http://smt-lib.org/
https://smt-comp.github.io/2020/

Satisfiability Modulo Theories (SMT) Solvers

Software

Interactive Symbolic Synthesis

Proof Execution Tools,
Assistants Engines Planners

Verification
Tools

Verification Conjectures Path Constraints Specifications

Conditions /

* SMT solvers are:
* Fully automated reasoners
e Widely used in applications




Satisfiability Modulo Theories (SMT) Solvers

Software Interactive Symbolic Synthesis
Verification Proof Execution Tools,
Tools Assistants Engines Planners
| Verificati |
: erl I.C? on Conjectures Path Constraints Specifications | !
| Conditions :

Expressed as formulas
over some background theory
e.g. arithmetic, arrays




Satisfiability Modulo Theories (SMT) Solvers

Interactive Symbolic Synthesis

Software
Proof Execution Tools,
Assistants Engines Planners

Verification
Tools

Verification

Conjectures Path Constraints Specifications

Conditions /

SMT solvers are general-purpose

—

tools for handling each case




Contract-Based Software Verification

@precondition: x;,>y, ...does this function ensure that x__.=v, A V. =%;,?

vold swap(int x, 1nt vy)
{ Software Verification Tools
X 1= X + Vy;

X — Vy
X = X — VYy

N
I




Contract-Based Software Verification

@precondition: x;,>y, ...does this function ensure that x__.=v, A V. =%;,?

vold swap(int x, 1nt vy)
{ Software Verification Tools
X 1= X + Vy;

’
Y Y Xin”Yin } Pre-condition
X 1= X - y;
} XZZXin+yin N y2=yin
X=X, A Y3=X,7Y, } Function Body
Xout=X37Y3 N Your™Y3 (Negated)
(XoutFYin VvV Your#Xin ) } Post-condition




Contract-Based Software Verification

@precondition: x,. >V,

vold swap(int x, 1nt vy)

{

X 1= X + Vy;
y = X — Vs
X 1= X - Vy;
}
@ensures

xout=Yin N YOut=xin

Software Verification Tools

3

Xin>yin

Xo=Xint¥in N Y2=Vin
X3=X, A V3=X,—V,
Zout™2%37Y3 N Yout™Ys3

(Xout7éyin vV yout#xin )

} Pre-condition

} Function Body

} (Negated)
Post-condition



Interactive Proof Assistants

Theorem app_rev:
forall (x : list) (y : list), rev append x y = append (rev y) (rev x).
Proof.

....does this theorem hold? What is the proof?

»

P

Interactive Proof
Assistant




Interactive Proof Assistants

Theorem app_rev:
forall (x : list) (y : list), rev append x y = append (rev y) (rev x).
Proof.

....does this theorem hold? What is the proof?

Interactive Proof

Assistant

List := cons( head : Int, tail : List ) | nil } Signature
Vx:L.length (x)=ite(is-cons(x),l+length(tail(x)),0)
Vxy:L.append(x)=ite (is-cons (x),cons (head(x),append(tail (x),Vy)),Vy) Axioms
Vx:L.rev (x)=ite(is-cons (x),append(rev(tail (x)),cons (head(x),nil),nil)
(Negated)
dxvy:L.rev (append (x,v))#append (rev (y), rev(x)) .
Y PP Y PP Y } conjecture




Interactive Proof Assistants

Theorem app_rev:
forall (x : list) (y : list), rev append x y = append (rev y) (rev x).
Proof.
case is-cons x: rev append x y = by rev-def

Interactive Proof

Assistant

case is-nil x:
append x y =y by append-def }
rev x = nil by rev-def
.. rev append x y = append (rev y) (rev x) by simplify }
QED.

S v o



Interactive Proof Assistants

Theorem app_rev:
forall (x : list) (y : list), rev append x y = append (rev x) (rev y).
Proof.

....does this theorem hold? What is the proof?

»

P

Interactive Proof
Assistant




Interactive Proof Assistants

Theorem app_rev:
forall (x : list) (y : list), rev append x y = append (rev x) (rev y).
Proof.

Interactive Proof
Assistant




Symbolic execution

char buff[15];
char pass;
cout << "Enter the password :";
gets(buff);
If (regex_match(buff, std::regex("([A-Z]+)") )) {
if(strcmp(buff, “PASSWORD")) {
cout << "Wrong Password";

}else {
cout << "Correct Password";
pass ="'Y";

}

if(pass =="Y") {

grant_root_permission();
Assert(strcmp(buff,”PASSWORD”)==0);

}
}

Does this assertion hold
for all executions?

Symbolic Execution

Engine



Symbolic execution

char buff[15];
char pass;
cout << "Enter the password :";
gets(buff);
If (regex_match(buff, std::regex("([A-Z]+)") )) {
if(strcmp(buff, “PASSWORD")) {
cout << "Wrong Password";

7} else {
cout << "Correct Password";
pass ="'Y";
}
if(pass =="Y") {

grant_root_permission();
Assert(strcmp(buff,’PASSWORD”)==0);

}

}

Does this assertion hold
for all executions?

Symbolic Execution

Engine

(assert (and (= (str.len buff) 15)) (= (str.len passl) 1)))
(assert (or (< (str.len input) 15) (= input (str.++ buff pass0
rest)))

(assert (str.in.re buff (re.+ (re.range "A" "Z"))))

(assert (and (not (= buff "PASSWORD")) (= passl pass0)))

(assert (= passl"Y"))
(ac‘.qpr'r (nnt (: buff "PAQQW(')F?D")))




Symbolic execution

char buff[15];
char pass;
cout << "Enter the password :";
gets(buff);
If (regex_match(buff, std::regex("([A-Z]+)") )) {
if(strcmp(buff, “PASSWORD")) {
cout << "Wrong Password";

}else {
cout << "Correct Password";
pass ='Y",

}

if(pass =="Y") {

grant_root_permission();
Assert(strcmp(buff,’PASSWORD”)==0);

}

}

Does this assertion hold
for all executions?

Symbolic Execution

Engine

(assert (and (= (str.len buff) 15)) (= (str.len passl) 1)))
(assert (or (< (str.len input) 15) (= input (str.++ buff pass0
rest)))

(assert (str.in.re buff (re.+ (re.range "A" "Z"))))

(assert (and (not (= buff "PASSWORD")) (= passl pass0)))
(assert (= passl"Y"))

(define-fun input () String “AAAAAAAAAAAAAAAY”)
(define-fun buff () String “AAAAAAAAAAAAAAA”)
(define-fun pass () String “Y”)

(aqqprt (nnt (: buff "PAQQW(')RD")))

SMT Solver

A




Symbolic execution

char buff[15];

char pass;
cout << "Enter tha nacewnrd -"-

if(strcmp(buff, “PASSWORD")) {
| cout << "Wrong Password";

}else {
cout << "Correct Password";
pass ='Y",

}

if(pass =="Y") {

| grant_root_permission();
Assert(strcmp(buff,”PASSWORD”)==0);

}
}

gets(buff); <«
If (regex_matcn(bur, sta::regex("(JA-Z]+)") )4 \

Symbolic Execution

Engine

(assert (and (= (str.len buff) 15)) (= (str.len passl) 1)))
(assert (or (< (str.len input) 15) (= input (str.++ buff pass0
rest)))

(assert (str.in.re buff (re.+ (re.range "A" "Z"))))

(assert (and (not (= buff "PASSWORD")) (= passl pass0)))
(assert (= passl"Y"))

(define-fun input () String

(define-fun buff () String “AAAAAAAAAAAAAAA”)

(define-fun pass () String “Y”)

(aqqpr'r (nnt (: buff "PAQQW(')RD")))

SMT Solver

A




Synthesis Tools

vold maxList (List a, List b, Listé& c¢)
{
int max;
for (1=0;i<a.size () ,;1++) {
max = choose(x => x=2a[i]Ax=>b[1i]);
C := c.append (max)
}

return c;

}

o r)
Gensures: c_ 28 A Cou2b -

Find an x that satisfies specification
xza[1]Ax=b[1]

Synthesis

Tools




Synthesis Tools

vold maxList (List a, List b, Listé& c¢)
{
int max;
for (1=0;i<a.size () ,;1++) {
max = choose(x => x>al[i]Ax>b[1i]);
C := c.append (max)
}

return c;

}

o r)
Gensures: c_ 28 A Cou2b -

Find an x that satisfies specification
xza[1]Ax=b[1]

Synthesis

Tools

Isite(al[i]l=2b[i],al1],b[1])
a solution?




Synthesis Tools

vold maxList (List a, List b, Listé& c¢)
{
int max;
for (i=0;i<a.size () ;i++) {
max = if(a[i]l=b[i]{a[i]}else{b[i]};
C := c.append (max)
}

return c;

}

@ensures: c_ ,2a A c_,=2b

Synthesis

Tools

Isite(al[i]l=2b[i],al1],b[1])
a solution?




Satisfiability Modulo Theories (SMT) Solvers

l Software Interactive Symbolic Synthesis |
B Verification Proof Execution Tools, |
| Tools Assistants Engines Planners :

Ver|f|.c§t|on Conjectures Path Constraints Specifications I
I Conditions

- N e e e e = =




Satisfiability Modulo Theories (SMT) Solvers

Software Interactive Symbolic Synthesis
Verification Proof Execution Tools,
Tools Assistants Engines Planners
Verification : . e
o Conjectures Path Constraints Specifications
Conditions

Will focus mostly
on this portion




Overview

e Satisfiability Modulo Theories (SMT) solvers: how they work
* DPLL, DPLL(T), decision procedures, Nelson-Oppen combination

e How to use SMT solvers
 smt2 language, models, proofs, unsat cores, incremental mode

* Things that SMT solvers can (and cannot) do well



SMT solvers

* Efficient tools for satisfiability modulo theories

Verification Conditions

SMT Solver

Arithmetic solver

Datatypes solver

DPLL(T),
tring solver
SAT Solver Nelson-Oppen g

Bit-vector solver




SMT solvers

* Efficient tools for satisfiability and satisfiability modulo theories

( A[x]+B[x]>0 v x+y>0 ) A ( cons(“abc”,d,)#d, v x<0)

|

SMT Solver

Arithmetic solver

Datatypes solver
SPLLLE)
! String solver
SAT Solver Fishpsdn g

Bit-vector solver




SMT solvers

* Efficient tools for satisfiability and satisfiability modulo theories

( A[x]+B[x]>0 v x+y>0 ) A ( cons(“abc”,d,)#d, v x<0)

|

SMT Solver

Arithmetic solver

Datatypes solver
DPLL(T)
'
SAT Solver Fishpsdn : |
(modulo theories) (modulo theories)

l




...but first : SAT solvers

* Efficient tools for satisfiability

(AVB)A(CvD)A—B

SAT Solver 0

[Davis—Putnam-Logemann-Loveland 1962]



DPLL
(-A=>B)A(CvD)A—B



DPLL
(AVB)A(CvD)A—B

Convert to clausal normal form (CNF)
e A formulais CNF if it is a conjunction of clauses
 Aclause is a disjunction of literals e.g. (A v B)
* Aliteralis an atom or its negation e.g. A, —B,...



DPLL
(AVB)A(CvD)A—B

* Alternate between:
* Propagations : assign values to atoms whose value is forced
* Decisions : choose an arbitrary value for an unassigned atom



DPLL
(AVB)A(CvD)A—B



D P |_ |_ Context

(AVB)A(CvD)A—B B— 1

* DPLL algorithm
* Propagate : B — false




D P |_ |_ Context

(AvVB)A(CvD)A—B B— 1
A—>T

* DPLL algorithm

* Propagate : B — false
* Propagate : A — true




DPLL
(AVB)A(CvD)A—=B

* DPLL algorithm
* Propagate : B — false
* Propagate : A — true
* Decide : C — true

Context

B— L
A—>T
CoT




DPLL

(AVB)A(CvD)A—=B

* DPLL algorithm

* Propagate : B — false
* Propagate : A — true
* Decide : C — true

— Input is

by interpretation where
A>T B—>1,C>T}

Context

B— L
A—>T
CoT




DPLL
(-AVB)A(—CVv—-B)A(CVv—-B)A(AVD)

Context




DPLL
(FAVB)A(—CVv—-B)A(CVv—-B)A((AVvD)

* DPLL algorithm
 Decide : A — true

Context

A—TA




DPLL
(FAVB)A(—CVv—-B)A(CVv—-B)A((AVvD)

* DPLL algorithm
 Decide : A — true

Alternatively,
can view
context
as set of
literals

Context

Ad




DPLL
(FAVB)A(—CVv=B)A(CVv=B)A((AVvD)
* DPLL algorithm

* Decide : A — true
* Propagate : B — true

Context

Ad
B




DPLL
(FAVB)A(=CVv-=B)A(Cv=B)A((AVvD)

 DPLL algorithm
* Decide : A — true
* Propagate : B — true
* Propagate : C — false

Context

Ad
B
—C




DPLL
(FAVB)A(=CVv-=B)A(Cv=B)A((AVvD)

* DPLL algorithm = Conflicting clause!
e Decide : A — true (all literals are false)
* Propagate : B — true
* Propagate : C — false

Context

Ad
B
—C




D P |_ |_ Context

d
(SAVIB) A (5CVEB) A (Cv=B) A (AVD) ;
* DPLL algorithm = Conflicting clause! —C
e Decide : A — true (all literals are false)
* Propagate : B — true ..backtrack on a decision

* Propagate : C — false




DPLL
(FAVB)A(—CVv—-B)A(CVv—-B)A(AVD)

 DPLL algorithm
 Backtrack : A — false

Context

—A




DPLL
(FAVB)A(—CVv—-B)A(CVv-B)A(AVID)
 DPLL algorithm

* Backtrack : A — false
* Propagate : D — true

Context

—A
D




DPLL
(FAVB)A(—CVv=B)A(CV=B)A(AVID)

 DPLL algorithm
* Backtrack : A — false
* Propagate : D — true
e Decide : B — false

Context

—A
D
Bd




D P |_ |_ Context

—A
D
Bd

(FAVB)A(—CVv=B)A(CV=B)A(AVID)

 DPLL algorithm

e Backtrack : A — false
* Propagate : D — true
e Decide : B — false

= Input is by interpretation where
{A>1,B—>1,D->T}




DPLL

* Important optimizations:
* Two watched literals
* Non-chronological backtracking
* Conflict-driven clause learning (CDCL)
* Decision heuristics
* Preprocessing / in-processing



SAT

* Using an encoding of problems into propositional logic:
* Pros : Decidable, very efficient CDCL-based SAT solvers available

* Cons : Not expressive, may require exponentially large encoding
—> Motivation for Satisfiability Modulo Theories



SMT solvers handle formulas like:
( x+1>0 v x+y>0 ) A ( X<O0 v x+y>4) A —x+y>0



SMT solvers handle formulas like:
( x+1>0 v x+y>0 ) A ( X<O0 v x+y>4) A —x+y>0

e ...using DPLL(T) algorithm for satisfiability modulo T
* Extends DPLL algorithm to incorporate reasoning about a theory T

e Combines:
e Off-the-shelf CDCL-based SAT solver
* Theory Solver for T



DPLL(T)

( x+1>0 v x+y>0 ) A ( X<O0 v x+y>4) A —x+y>0

e DPLL(LIA) algorithm

Invoke DPLL(T) for theory T = LIA (linear integer arithmetic)



DPLL(T)

( x+1>0 v x+y>0 ) A ( X<O0 v x+y>4) A —x+y>0

e DPLL(LIA) algorithm

Context




DPLL(T)

( x+1>0 v x+y>0 ) A ( X<O0 v x+y>4) A =x+y>0

e DPLL(LIA) algorithm

* Propagate : x+y>0 — false

Context

—|X+y>0




DPLL(T)

(x+1>0 v x+y>0 ) A ( X<O0 v x+y>4) A =x+y>0

e DPLL(LIA) algorithm

* Propagate : x+y>0 — false
* Propagate : x+1>0 — true

Context

—|X+y>0
x+1>0




DPLL(T)

(x+1>0 v x+y>0 ) A (X<O v x+y>4) A —x+y>0

e DPLL(LIA) algorithm
* Propagate : x+y>0 — false
* Propagate : x+1>0 — true

 Decide : x<0 — true

Context

—|X+y>0
x+1>0
x<Qd




DPLL(T) Context

(X+1>0 v x+y>0 ) A ( X<O v x+y>4) A =x+y>0 ﬁx+1y>(§)
X+1>

x<Q¢

e DPLL(LIA) algorithm
* Propagate : x+y>0 — false
* Propagate : x+1>0 — true
* Decide : x<0 — true

=> Unlike propositional SAT case, we must check T-satisfiability of context




DPLL(T) Context

(x+1>0 v x+y>0 ) A ( X<O v x+y>4) A —x+y>0 ﬁx+1y>(§)
X+1>

x<Qd
e DPLL(LIA) algorithm

* Propagate : x+y>0 — false
* Propagate : x+1>0 — true
* Decide : x<O — true

* Invoke theory solver for LIA on context : { x+1>0, —x+y>0, x<0 }




DPLL(T) Context

(X+1>0 v x+y>0 ) A ( X<O v x+y>4) A =x+y>0 ﬁx+1y>(§)
X+1>

x<Qd
e DPLL(LIA) algorithm

* Propagate : x+y>0 — false
* Propagate : x+1>0 — true
* Decide : x<O — true

* Invoke theory solver for LIA on context : { x+1>0, —x+y>0, x<0 }

Context is LIA-unsatisfiable!
—> one of x+1>0, x<0 must be false




DPLL(T)
(X+1>0 v x+y>0 ) A (X<0 v x+y>4) A =x+y>0 A
(—|X+1>O v —x<0 )

e DPLL(LIA) algorithm
* Propagate : x+y>0 — false
* Propagate : x+1>0 — true
* Decide : x<0 — true
* Invoke theory solver for LIA on context : { x+1>0, —x+y>0, x<0 }

« Add theory lemma ( —x+1>0 v —x<0)

Context

—|X+y>0
x+1>0
x<Qd




DPLL(T)
(X+1>0 v x+y>0 ) A (X<0 v x+y>4) A =x+y>0 A

(=x+1>0 v —x<0 ) = Conflicting clause!
R DPLL(LIA) algorithm ...backtrack on a decision

* Propagate : x+y>0 — false

* Propagate : x+1>0 — true

* Decide : x<0 — true

* Invoke theory solver for LIA on context : { x+1>0, —x+y>0, x<0 }

« Add theory lemma ( —x+1>0 v —x<0)

Context

—|X+y>0
x+1>0
x<Qd




DPLL(T)
(X+1>0 v x+y>0 ) A (X<0 v x+y>4) A =x+y>0 A
(—|X+1>O v —x<0 )

e DPLL(LIA) algorithm
* Propagate : x+y>0 — false
* Propagate : x+1>0 — true

Context

—|X+y>0
x+1>0




DPLL(T)
(X+1>0 v x+y>0 ) A ((X<0 v x+y>4) A =x+y>0 A
(—|X+1>O v —x<0 )

e DPLL(LIA) algorithm
* Propagate : x+y>0 — false
* Propagate : x+1>0 — true
* Propagate : x<0 — false

Context

—|X+y>0
Xx+1>0
—x<0




DPLL(T)
(X+1>0 v x+y>0 ) A ((X<0 v x+y>4) A =x+y>0 A
(—|X+1>O v —x<0 )

e DPLL(LIA) algorithm
* Propagate : x+y>0 — false
* Propagate : x+1>0 — true
* Propagate : x<0 — false
* Propagate : x+y>4 — true

Context

—Xx+y>0
x+1>0
—x<0
X+y>4




DPLL(T)

(X+1>0 v x+y>0 ) A ((X<0 v x+y>4) A =x+y>0 A
(—|X+1>O v —x<0 )

e DPLL(LIA) algorithm
* Propagate : x+y>0 — false
* Propagate : x+1>0 — true
* Propagate : x<0 — false

Propagate : x+y>4 — true

Invoke theory solver for LIA on: { x+1>0, —x+y>0, —x<0, x+y>4 }

Context

—Xx+y>0
x+1>0
—x<0
X+y>4




DPLL(T) Context

(X+1>0 v x+y>0 ) A ( X<0 v x+y>4) A =x+y>0 A —X+y>0
1
(—|X+1>O v —x<0 ) x+1>0
—x<0
e DPLL(LIA) algorithm X+y>4

* Propagate : x+y>0 — false

Propagate : x+1>0 — true

Propagate : x<0 — false

Propagate : x+y>4 — true

Invoke theory solver for LIA on: { x+1>0, —x+y>0, —x<0, x+y>4 }

Context is LIA-unsatisfiable!
= one of —x+y>0, x+y>4 must be false




DPLL(T)

(X+1>0 v x+y>0 ) A ((X<0 v x+y>4) A =x+y>0 A
(—x+1>0 v —x<0 ) A ( x+y>0 v —x+y>4 )

e DPLL(LIA) algorithm

* Propagate : x+y>0 — false
* Propagate : x+1>0 — true
* Propagate : x<0 — false

Propagate : x+y>4 — true

Invoke theory solver for LIA on: { x+1>0, —x+y>0, —x<0, x+y>4 }

* Add theory lemma (x+y>0 v —x+y>4)

Context

—Xx+y>0
x+1>0
—x<0
X+y>4




DPLL(T)

(X+1>0 v x+y>0 ) A ((X<0 v x+y>4) A =x+y>0 A
(—x+1>0 v —x<0 ) A ( x+y>0 v —x+y>4 )
e DPLL(LIA) algorithm

—> Conflicting clause!
* Propagate : x+y>0 — false

...no decision to backtrack

Propagate : x+1>0 — true

Propagate : x<0 — false

Propagate : x+y>4 — true

Invoke theory solver for LIA on: { x+1>0, —x+y>0, —x<0, x+y>4 }

* Add theory lemma ( x+y>0 v —x+y>4 )

Context

—Xx+y>0
x+1>0
—x<0
X+y>4




DPLL(T)

(X+1>0 v x+y>0 ) A ((X<0 v x+y>4) A =x+y>0 A
(—x+1>0 v —x<0 ) A ( x+y>0 v —x+y>4 )

\ J

e DPLL(LIA) algorithm I
—> Conflicting clause!

...no decision to backtrack

* Propagate : x+y>0 — false

Propagate : x+1>0 — true

Propagate : x<0 — false

Propagate : x+y>4 — true

Invoke theory solver for LIA on: { x+1>0, —x+y>0, —x<0, x+y>4 }

* Add theory lemma ( x+y>0 v —x+y>4 )

— Input is

Context

—Xx+y>0
x+1>0
—x<0
X+y>4




DPLL(T)

Set of T-clauses F Satisfying Assignment M for F
Fis sat

F is unsat M is T-sat

M is T-unsat

T-clauses toadd to F

[Nieuwenhuis/Oliveras/Tinelli 2006]



Encoding in *.smt2 format

set-logic QF LIA)

(

(declare-fun x () Int)

(declare—-fun y () Int)

(declare—-fun z () Int)

(assert (or (> (+ x 1) 0) (> (+ x vy) 0)))
(assert (or (< x 0) (> (+ x vy) 4)))
(assert (not (> (+ x vy) 0)))

(

check—-sat)

SMT-LIB format, resources: http://smtlib.cs.uiowa.edu/



http://smtlib.cs.uiowa.edu/

Design of DPLL(T) Theory Solvers

A DPLL(T) theory solver:

* Should produce models when M is T-satisfiable
e Should produce T-conflicts of minimal size when M is T-unsatisfiable

* Should be designed to work incrementally
* M is constantly being appended to/backtracked upon

* Should cooperate with other theory solvers when combining theories



DPLL(T) Theory Solvers : Examples

 SMT solvers incorporate:

* Theory solvers that are decision procedures for e.g.:
Theory of Equality and Uninterpreted Functions (EUF)
Theory of Linear Integer/Real Arithmetic

Theory of Arrays

Theory of Bit Vectors

Theory of Inductive Datatypes

e ...and many others

* Theory solvers that are incomplete procedures for e.g.:

* Theory of Non-Linear Integer Arithmetic
* Theory of Strings + Length constraints



DPLL(T) Theory Solvers : Examples

 SMT solvers incorporate:

* Theory solvers that are decision procedures for e.g.:
* Theory of Equality and Uninterpreted Functions (EUF)
* Theory of Linear Integer/Real Arithmetic
* Theory of Arrays
* Theory of Bit Vectors
* Theory of Inductive Datatypes Focus of the next part
e ...and many others
* Theory solvers that are incomplete procedures for e.g.:
* Theory of Non-Linear Integer Arithmetic
* Theory of Strings + Length constraints



Theory of Inductive Datatypes : Example

ClrList := cons( head : Clr, tail : ClrList ) | nil
Clr :=red | green | blue




Theory of Inductive Datatypes : Example

ClrList := cons( head : Clr, tail : ClrList ) | nil
Clr :=red | green | blue

* Theory of Inductive Datatypes (DT)

1. Terms with different constructors are distinct
* red # green

2. Constructors are injective
e Ifcons(cy, |;)=cons(c,|,), thenc,=c,and |, =1,

3. Terms of a datatype must have one of its constructors as its topmost symbol
* Each cis such that c =red or c = green or c = blue

4. Selectors access subfields
 head(cons(c,1))=c

5. Terms do not contain themselves as subterms
 |#cons(c,|)



Datatypes : Example

ClrList := cons( head : Clr, tail : ClrList ) | nil
Clr :=red | green | blue

cons(x,nil)=cons(y,z) A ( x=red v —x=y ) Ay = green Context

e DPLL(DT) algorithm




Datatypes : Example

ClrList := cons( head : Clr, tail : ClrList ) | nil
Clr :=red | green | blue

cons(x,nil)=cons(y,z) A ( x=red v —x=y ) Ay = green Context

e DPLL(DT) algorithm
* Propagate : cons(x,nil)=cons(y,z) — true
* Propagate : y=green — true

cons(x,nil)=cons(y,z)
y=green




Datatypes : Example

ClrList := cons( head : Clr, tail : ClrList ) | nil
Clr :=red | green | blue

cons(x,nil)=cons(y,z) A ( x=red v —x=y ) Ay = green Context

e DPLL(DT) algorithm
* Propagate : cons(x,nil)=cons(y,z) — true
* Propagate : y=green — true
* Decide : x=red — true

cons(x,nil)=cons(y,z)
y=green
x=red®




ClrList := cons( head : Clr, tail : ClrList ) | nil

Datatypes : Example CIr = red | green | blue
cons(x,nil)=cons(y,z) A ( x=red v —x=y ) Ay = green Context
cons(x,nil)=cons(y,z)
y=green
e DPLL(DT) algorithm x=red¢

* Propagate : cons(x,nil)=cons(y,z) — true

* Propagate : y=green — true

* Decide : x=red — true

* Invoke DT solver on {cons(x,nil)=cons(y,z),y=green,x=red}




Datatypes : Example

ClrList := cons( head : Clr, tail : ClrList ) | nil
Clr :=red | green | blue

cons(x,nil)=cons(y,z) A ( x=red v —x=y ) Ay = green Context

e DPLL(DT) algorithm

* Propagate : cons(x,nil)=cons(y,z) — true

* Propagate : y=green — true
e Decide : x=red — true

* Invoke DT solver on {cons(x,nil)=cons(y,z),y=green,x=red}

—DT-unsatisfiable

Since cons( x, nil ) = cons( vy, nil ), it must be that x =V,
but x =red and y = green and red # green

cons(x,nil)=cons(y,z)
y=green
x=red®




Datatypes : Example

ClrList := cons( head : Clr, tail : ClrList ) | nil
Clr :=red | green | blue

cons(x,nil)=cons(y,z) A ( x=red v —x=y ) Ay = green Context
(—cons(x,nil)=cons(y,z) v — y=green v — x=red) cons(x,nil)=cons(y,z)
y=green

e DPLL(DT) algorithm

* Propagate : cons(x,nil)=cons(y,z) — true

* Propagate : y=green — true
e Decide : x=red — true

* Invoke DT solver on {cons(x,nil)=cons(y,z),y=green,x=red}

= ...add theory lemma

x=red¢




Datatypes : Example

ClrList := cons( head : Clr, tail : ClrList ) | nil
Clr :=red | green | blue

cons(x,nil)=cons(y,z) A ( x=red v —x=y ) Ay = green Context
(—cons(x,nil)=cons(y,z) v — y=green v — x=red) cons(x,nil)=cons(y,z)
= Conflicting clause! y=green

e DPLL(DT) algorithm

* Propagate : cons(x,nil)=cons(y,z) — true

* Propagate : y=green — true
e Decide : x=red — true

* Invoke DT solver on {cons(x,nil)=cons(y,z),y=green,x=red}

= ...add theory lemma

...backtrack on a decision x=red®




Datatypes : Example

ClrList := cons( head : Clr, tail : ClrList ) | nil
Clr :=red | green | blue

cons(x,nil)=cons(y,z) A ( x=red v —x=y ) Ay = green Context
(==cons(x,nil)=cons(y,z) v — y=green v — x=red) cons(x,nil)=cons(y,z)
y=green

e DPLL(DT) algorithm

* Propagate : cons(x,nil)=cons(y,z) — true

* Propagate : y=green — true




Datatypes : Example

ClrList := cons( head : Clr, tail : ClrList ) | nil
Clr :=red | green | blue

cons(x,nil)=cons(y,z) A ( x=red v —x=y ) Ay = green Context
(—cons(x,nil)=cons(y,z) v — y=green v — x=red) cons(x,nil)=cons(y,z)
y=green

e DPLL(DT) algorithm

* Propagate : cons(x,nil)=cons(y,z) — true

* Propagate : y=green — true
* Propagate : x=red — false

—X=red




Datatypes : Example

ClrList := cons( head : Clr, tail : ClrList ) | nil
Clr :=red | green | blue

cons(x,nil)=cons(y,z) A ( x=red v —x=y ) Ay = green Context
(—cons(x,nil)=cons(y,z) v — y=green v — x=red) cons(x,nil)=cons(y,z)
y=green
* DPLL(DT) algorithm —x=red
—X=Y

* Propagate : cons(x,nil)=cons(y,z) — true

* Propagate : y=green — true
* Propagate : x=red — false
* Propagate : x=y — false




ClrList := cons( head : Clr, tail : ClrList ) | nil

Datatypes : Example CIr = red | green | blue
cons(x,nil)=cons(y,z) A ( x=red v —x=y ) Ay = green Context
(—cons(x,nil)=cons(y,z) v — y=green v — x=red) cons(x,nil)=cons(y,z)
y=green
* DPLL(DT) algorithm —x=red
* Propagate : cons(x,nil)=cons(y,z) — true —X=Y

Propagate : y=green — true

Propagate : x=red — false

Propagate : x=y — false

Invoke DT solver on {cons(x,nil)=cons(y,z), y=green, x=red, —x=y}




ClrList := cons( head : Clr, tail : ClrList ) | nil

Datatypes : Example CIr = red | green | blue
cons(x,nil)=cons(y,z) A ( x=red v —x=y ) Ay = green Context
(—cons(x,nil)=cons(y,z) v — y=green v — x=red) cons(x,nil)=cons(y,z)
(—cons(x,nil)=cons(y,z) v x=y ) y=green
e DPLL(DT) algorithm —Xx=red

* Propagate : cons(x,nil)=cons(y,z) — true —X=Y

Propagate : y=green — true

Propagate : x=red — false

Propagate : x=y — false

Invoke DT solver on {cons(x,nil)=cons(y,z), y=green, x=red, —x=y}
= DT-unsatisfiable, add theory lemma




ClrList := cons( head : Clr, tail : ClrList ) | nil

Datatypes : Example Clr :=red | green | blue
cons(x,nil)=cons(y,z) A ( x=red v —x=y ) Ay = green Context
(—cons(x,nil)=cons(y,z) v — y=green v — x=red) cons(x,nil)=cons(y,z)
(=cons(x,nil)=cons(y,z) v X=y ) = Conflicting clause! y=green
e DPLL(DT) algorithm ...no decisions —x=red

* Propagate : cons(x,nil)=cons(y,z) — true —X=Y

Propagate : y=green — true

Propagate : x=red — false

Propagate : x=y — false

Invoke DT solver on {cons(x,nil)=cons(y,z), y=green, x=red, —x=y}
= DT-unsatisfiable, add theory lemma




ClrList := cons( head : Clr, tail : ClrList ) | nil

Datatypes : Example CIr = red | green | blue
cons(x,nil)=cons(y,z) A ( x=red v —x=y ) Ay = green Context
(—cons(x,nil)=cons(y,z) v — y=green v — x=red) cons(x,nil)=cons(y,z)
(=cons(x;nil)=cons(y,z) v X=y ) = Conflicting clause! y=green
e DPLL(DT) algorithm ...no decisions —x=red

* Propagate : cons(x,nil)=cons(y,z) — true —X=Y

Propagate : y=green — true

Propagate : x=red — false

Propagate : x=y — false

Invoke DT solver on {cons(x,nil)=cons(y,z), y=green, x=red, —x=y}

= Input is




Encoding in *.smt2

(set-logic QF DT)
(declare-datatypes ((ClrList 0) (Clr 0)) (

((cons (head Clr) (tail ClrList)) (nil))
((red) (green) (blue))))

(declare-fun x () Clr)

(declare-fun y () Clr)

(declare-fun z () ClrList)

(assert (= (cons x nil) (cons y z))
(assert (or (= x red) (not (= x vy))))
(assert (= y green))

(

check—-sat)



Theory Combination
* What if we have:

IntList := cons( head : Int, tail : IntList ) | nil

* Example input:
( head( x )+3 =y v x=cons(y+1, nil ) ) A head( x) >y+1

—>Requires reasoning about datatypes and integers!



Theory Combination
* What if we have:

IntList := cons( head : Int, tail : IntList ) | nil

* Example input:
( head( x )+3 =y v x=cons(y+1, nil ) ) A head( x) >y+1
* |dea:
* Use DPLL(LIA+DT): find satisfying assignments M = M, U Mp;

* Use existing solver for LIA to check if M, is LIA-satisfiable
* Use existing solver for DT to check if My is DT-satisfiable

Do not need to write a new theory solver for LIA+DT



Theory Combination

IntList := cons( head : Int, tail : IntList ) | nil

(head( x )+3 =y v x=cons(y+]1, nil)) A head( x) >y+1 Context

e DPLL(LIA+DT) algorithm




Theory Combination

( u, +3=ywvx=cons( u,,nil))A
u,=head(x) A u,=y+1

e DPLL(LIA+DT) algorithm
=First, purify the input
* Introduce shared variables u,, u,

IntList := cons( head : Int, tail : IntList ) | nil

u, >y+1 A Context




Theory Combination

IntList := cons( head : Int, tail : IntList ) | nil

(u;+3=y v x = cons(u,, nil) ) A u;>y+1 A u;=head(x) A u,=y+1 Context

e DPLL(LIA+DT) algorithm




Theory Combination

IntList := cons( head : Int, tail : IntList ) | nil

(u+3=y v x = cons(u,, nil) ) Au>y+1 A u;=head(x) A u,=y+1 Context
u,>y+1

u,=head(x)
e DPLL(LIA+DT) algorithm u,=y+1

* Propagate : u,>y+1 — true
* Propagate : u;=head(x) — true
* Propagate : u,=y+1 — true




Theory Combination

IntList := cons( head : Int, tail : IntList ) | nil

(u;+3=y v x = cons(u,, nil) ) A u>y+1 A u;=head(x) A u,=y+1 Context
u,>y+1

u,=head(x)
e DPLL(LIA+DT) algorithm u,=y+1
* Propagate : u,>y+1 — true u1+3=yd

* Propagate : u;=head(x) — true
* Propagate : u,=y+1 — true
* Decide : u;+3=y — true




Theory Combination

IntList := cons( head : Int, tail : IntList ) | nil

(u;+3=y v x = cons(u,, nil) ) A u>y+1 A u;=head(x) A u,=y+1 Context
u,>y+1

u,=head(x)
e DPLL(LIA+DT) algorithm u,=y+1
* Propagate : u,>y+1 — true u1+3=yd

* Propagate : u;=head(x) — true

* Propagate : u,=y+1 — true

* Decide : u;+3=y — true

* Invoke DT solver on {u;=head(x)}

... DT-satisfiable




IntList := cons( head : Int, tail : IntList ) | nil

Theory Combination

(U 3=y v x = cons(u,, nil) ) Au>y+1 A U=

e DPLL(LIA+DT) algorithm

* Propagate : u,>y+1 — true

* Propagate : u;=head(x) — true

* Propagate : u,=y+1 — true

* Decide : u;+3=y — true

* Invoke DT solver on {u;=head(x)} ... DT-satisfiable
* Invoke LIA solver on {u,>y+1, u,=y+1, u,+3=y}

head(x) A u,=y+1 Context

u,>y+1
u,=head(x)

u,=y+1

u,+3=y°




IntList := cons( head : Int, tail : IntList ) | nil

Theory Combination

(uy+3=y v x = cons(u,, nil) ) A u>y+1 A u,=head(x) A u,=y+1 Context

(—u>y+1v—u,+3=y) u,>y+1
u,=head(x)

e DPLL(LIA+DT) algorithm u,=y+1

* Propagate : u,>y+1 — true u1+3=yd

* Propagate : u;=head(x) — true

* Propagate : u,=y+1 — true

* Decide : u;+3=y — true

* Invoke DT solver on {u;=head(x)} ... DT-satisfiable

* Invoke LIA solver on {u,>y+1, u,=y+1, u;+3=y}...LIA-unsatisfiable
= Add theory lemma




IntList := cons( head

. Int, tail : IntList ) | nil

Theory Combination

(uy+3=y v x = cons(u,, nil) ) A u>y+1 A u,=head(x) A u,=y+1

—u,>y+1v—u,+3=
(Rt Sl — Conflicting clause!

...backtrack on a decision
e DPLL(LIA+DT) algorithm

* Propagate : u,>y+1 — true

* Propagate : u;=head(x) — true

* Propagate : u,=y+1 — true

* Decide : u;+3=y — true

* Invoke DT solver on {u;=head(x)} ... DT-satisfiable

* Invoke LIA solver on {u,>y+1, u,=y+1, u,+3=y}...LIA-unsatisfiable
= Add theory lemma

Context

u,>y+1
u,=head(x)

u,=y+1

u,+3=yd




IntList := cons( head : Int, tail : IntList ) | nil

Theory Combination

(u;+3=y v x = cons(u,, nil) ) A u>y+1 A u,=head(x) A u,=y+1
(U >y+1v—u,+3=y)

e DPLL(LIA+DT) algorithm
* Propagate : u,>y+1 — true
* Propagate : u;=head(x) — true
* Propagate : u,=y+1 — true

Context

u,>y+1
u,=head(x)
u,=y+1




IntList := cons( head : Int, tail : IntList ) | nil

Theory Combination

(u;+3=y v x = cons(u,, nil) ) A u>y+1 A u,=head(x) A u,=y+1 Context
(—u>y+1v—u,+3=y) u,>y+1
u,=head(x)
e DPLL(LIA+DT) algorithm u,=y+1
* Propagate : u,>y+1 — true —.u1+3=y

* Propagate : u;=head(x) — true
* Propagate : u,=y+1 — true
* Propagate : u;+3=y — false




Theory Combination

IntList := cons( head : Int, tail : IntList ) | nil

(u+3=y v x = cons(u,, nil) ) A u>y+1 A u,=head(x) A u,=y+1
(—u>y+1v—u,+3=y)

e DPLL(LIA+DT) algorithm

* Propagate:
* Propagate:
* Propagate:
* Propagate :
: x=cons(u,, nil) = true

* Propagate

u,>y+1 — true
u,=head(x) — true
u,=y+1 — true
u,+3=y — false

Context

u,>y+1
u,=head(x)
u,=y+1
—u,+3=y
x=cons(u,, nil)




IntList := cons( head : Int, tail : IntList ) | nil

Theory Combination

(u+3=y v x = cons(uy, nil) ) A USY+T A Ug=

(—u>y+1v—u,+3=y)

e DPLL(LIA+DT) algorithm

* Propagate : u;>y+1 — true

* Propagate : u;=head(x) — true

* Propagate : u,=y+1 — true

* Propagate : u;+3=y — false

* Propagate : x=cons(u,, nil) — true

* Invoke DT solver on {u;=head(x), x=cons(u,, nil)} ...

head(x) A u,=y+1 Context

u,>y+1
u,=head(x)
u,=y+1
—u,+3=y
x=cons(u,, nil)

DT-satisfiable




IntList := cons( head : Int, tail : IntList ) | nil

Theory Combination

(u;+3=y v x = cons(u,, nil) ) A u;>y+1 A u,=head(x) A u,=y+1
(—u>y+1v—u,+3=y)

e DPLL(LIA+DT) algorithm

* Propagate : u,>y+1 — true

* Propagate : u;=head(x) — true

* Propagate : u,=y+1 — true

* Propagate : u;+3=y — false

* Propagate : x=cons(u,, nil) = true

* Invoke DT solver on {u;=head(x), x=cons(u,, nil)} ... DT-satisfiable
* Invoke LIA solver on {u,;>y+1,u,=y+1,—u,+3=y} ... LIA-satisfiable

Context

u,>y+1
u,=head(x)
u,=y+1
—u,+3=y
x=cons(u,, nil)




IntList := cons( head : Int, tail : IntList ) | nil

Theory Combination

(u+3=y v x = cons(u,, nil) ) A u;>y+1 A u;=head(x) A u,=y+1 Context
(—u>y+1v—u,+3=y) u,>y+1
u,=head(x)
o DPLL(LIA+DT) algorithm u,=y+1
* Propagate : u,>y+1 — true —Uu,;+3=y
* Propagate : u;=head(x) — true x=cons(u2, n”)

* Propagate : u,=y+1 — true

* Propagate : u;+3=y — false

* Propagate : x=cons(u,, nil) = true

* Invoke DT solver on {u;=head(x), x=cons(u,, nil)} ... DT-satisfiable
* Invoke LIA solver on {u,;>y+1,u,=y+1,—u,+3=y} ... LIA-satisfiable
—Theory solvers must agree on shared variables u,, u,




IntList := cons( head : Int, tail : IntList ) | nil

Theory Combination

(u;+3=y v x = cons(u,, nil) ) A u;>y+1 A u,=head(x) A u,=y+1
(—u>y+1v—u,+3=y)

e DPLL(LIA+DT) algorithm

* Propagate : u,>y+1 — true

* Propagate : u;=head(x) — true

* Propagate : u,=y+1 — true

* Propagate : u;+3=y — false

* Propagate : x=cons(u,, nil) = true

* Invoke DT solver on {u,=head(x), x=cons(u,, nil)} ... DT-satisfiable, u,=u,
* Invoke LIA solver on {u,;>y+1,u,=y+1,—u,+3=y} ... LIA-satisfiable

Context

u,>y+1
u,=head(x)
u,=y+1
—u,+3=y
x=cons(u,, nil)




IntList := cons( head : Int, tail : IntList ) | nil

Theory Combination

(u+3=y v x = cons(u,, nil) ) A u>y+1 A u,=head(x) A u,=y+1
(—u>y+1v—u,+3=y)

e DPLL(LIA+DT) algorithm

* Propagate : u,>y+1 — true

* Propagate : u;=head(x) — true

* Propagate : u,=y+1 — true

* Propagate : u;+3=y — false

* Propagate : x=cons(u,, nil) = true

* Invoke DT solver on {u;=head(x), x=cons(u,, nil)} ... DT-satisfiable, u;=u,
* Invoke LIA solver on {u,>y+1,u,=y+1,—u,;+3=y} ... LIA-satisfiable, u,#u,

Context

u,>y+1
u,=head(x)
u,=y+1
—u,+3=y
x=cons(u,, nil)




IntList := cons( head : Int, tail : IntList ) | nil

Theory Combination

(u+3=y v x = cons(u,, nil) ) A u;>y+1 A u;=head(x) A u,=y+1 Context
(—u>y+1v—u,+3=y) u,>y+1
u,=head(x)
o DPLL(LIA+DT) algorithm u,=y+1
* Propagate : u,>y+1 — true —Uu,;+3=y
* Propagate : u;=head(x) — true x=cons(u2, n”)

* Propagate : u,=y+1 — true

* Propagate : u;+3=y — false

* Propagate : x=cons(u,, nil) = true

* Invoke DT solver on {u;=head(x), x=cons(u,, nil)} ... DT-satisfiable, u,=u,
* Invoke LIA solver on {u;>y+1,u,=y+1,—u,+3=y} ... LIA-satisfiable, u,#u,
—> Theory solvers do not agree on u,=u, !




IntList := cons( head : Int, tail : IntList ) | nil

Theory Combination

(u+3=y v x = cons(u,, nil) ) A u;>y+1 A u;=head(x) A u,=y+1 Context
(U >y+1v=u,+3=y) A (u=u, v —u,=u,) u,>y+1
u,=head(x)
o DPLL(LIA+DT) algorithm u,=y+1
* Propagate : u,>y+1 — true —Uu,;+3=y
* Propagate : u;=head(x) — true x=cons(u2, n”)

* Propagate : u,=y+1 — true

* Propagate : u;+3=y — false

* Propagate : x=cons(u,, nil) = true

* Invoke DT solver on {u;=head(x), x=cons(u,, nil)} ... DT-satisfiable, u;=u,
* Invoke LIA solver on {u;>y+1,u,=y+1,—u,+3=y} ... LIA-satisfiable, u,#u,
—> Theory solvers do not agree on u,=u, ... add splitting lemma for u,, u,




Theory Combination

IntList := cons( head : Int, tail : IntList ) | nil

(u+3=y v x = cons(u,, nil) ) A u>y+1 A u,=head(x) A u,=y+1
(U >y+1v=u,+3=y) A (u=u, v —u,=u,)

e DPLL(LIA+DT) algorithm

* Propagate:
* Propagate:
* Propagate:
* Propagate :
: x=cons(u,, nil) = true

* Propagate

u,>y+1 — true
u,=head(x) — true
u,=y+1 — true
u,+3=y — false

Context

u,>y+1
u,=head(x)
u,=y+1
—u,+3=y
x=cons(u,, nil)




IntList := cons( head : Int, tail : IntList ) | nil

Theory Combination

(u+3=y v x = cons(u,, nil) ) A u;>y+1 A u;=head(x) A u,=y+1 Context
(—u>y+1v—=u,+3=y) A ( u;=u, v —u,=u,) u,>y+1
u,=head(x)
* DPLL(LIA+DT) algorithm u,=y+1
* Propagate : u,>y+1 — true —.u1+3=y

* Propagate : u;=head(x) — true

* Propagate : u,=y+1 — true

* Propagate : u;+3=y — false

* Propagate : x=cons(u,, nil) - true
* Decide : u;=u, — true

x=cons(u,, nil)
u,=u,®




Theory Combination

IntList := cons( head : Int, tail : IntList ) | nil

(u;+3=y v x = cons(u,, nil) ) A u;>y+1 A u;=head(x) A u,=y+1 Context

(—u,>y+1v—u+3=y) A (U;=u, v —u;=u, )

e DPLL(LIA+DT) algorithm

* Propagate:
* Propagate:
* Propagate:
* Propagate :

* Propagate

u,>y+1 — true
u,=head(x) — true
u,=y+1 — true
u,+3=y — false

: x=cons(u,, nil) = true

* Decide : u;=u, — true

* Invoke DT solver on {u;=head(x), x=cons(u,, nil), u;=u,} ... DT-satisfiable

u,>y+1
u,=head(x)
u,=y+1
—u,+3=y
x=cons(u,, nil)
u,=u,®




IntList := cons( head : Int, tail : IntList ) | nil

Theory Combination

(u;+3=y v x = cons(u,, nil) ) A u;>y+1 A u,=head(x) A u,=y+1 Context
(U >y+1vau+3=y) A (U=U, vV =U=U, ) A (BuSy+L v u,>y+1
—Uy=y+1 VU =u;) u,=head(x)
e DPLL(LIA+DT) algorithm u,=y+1
* Propagate : u,>y+1 — true _,u1+3=y
* Propagate : u;=head(x) — true x=cons(u2, n”)

* Propagate : u,=y+1 — true

* Propagate : u;+3=y — false

* Propagate : x=cons(u,, nil) = true

* Decide : u;=u, — true

* Invoke DT solver on {u;=head(x), x=cons(u,, nil), u;=u,} ... DT-satisfiable
* Invoke LIA solver on {u,>y+1,u,=y+1,—u;+3=y, u,=u,} ... LIA-unsatisfiable

_.. d
U;=u,




Theory Combination

IntList := cons( head : Int, tail : IntList ) | nil

(u+3=y v x = cons(u,, nil) ) A u>y+1 A u,=head(x) A u,=y+1
(U >y+1vau+3=y) A (U=u, v —u=u, ) A (muSy+1 v

—U,=y+1 v—u, =

u,)

e DPLL(LIA+DT) algorithm

* Propagate:
* Propagate:
* Propagate:
* Propagate :
: x=cons(u,, nil) = true

* Propagate

u,>y+1 — true
u,=head(x) — true
u,=y+1 — true
u,+3=y — false

Context

u,>y+1
u,=head(x)
u,=y+1
—u,+3=y
x=cons(u,, nil)




Theory Combination

IntList := cons( head : Int, tail : IntList ) | nil

(u+3=y v x = cons(u,, nil) ) A u>y+1 A u,=head(x) A u,=y+1 Context
(U >y+1vau+3=y) A (U=U, Vi SU U, ) A (HuSy+L v u,>y+1
—U,=y+1 v—u,=u,) u,=head(x)
e DPLL(LIA+DT) algorithm u,=y+1
* Propagate : u,>y+1 — true _,u1+3=y
* Propagate : u;=head(x) — true x=cons(u2, n”)
* Propagate : u,=y+1 — true o d
* Propagate : u,+3=y — false —U;=U,

* Propagate

* Propagate : u,=

: x=cons(u,, nil) = true

u,— false




Theory Combination

IntList := cons( head : Int, tail : IntList ) | nil

(u+3=y v x = cons(u,, nil) ) A u;>y+1 A u;=head(x) A u,=y+1 Context
(mu>y+1v=au+3=y) A (U=U, VEUg=U, ) A (U Sy+L v u,>y+1
—u,=y+1 v—=u,;=u,)A(—u,=head(x) v—x=cons(u,, nil) v u;=u,) u,=head(x)
e DPLL(LIA+DT) algorithm u,=y+1
* Propagate : u,>y+1 — true —Uu,;+3=y
* Propagate : u;=head(x) — true x:cons(uz, n”)
* Propagate : u,=y+1 — true . d
* Propagate : u,+3=y — false U=,

* Propagate

* Propagate : u
* Invoke DT solver on {u,=head(x), x=cons(u,, nil), —u,=u,} ...DT-unsat

: x=cons(u,, nil) = true

=u,— false




IntList := cons( head : Int, tail : IntList ) | nil

Theory Combination

(u+3=y v x = cons(u,, nil) ) A u>y+1 A u,=head(x) A u,=y+1 Context
(U >y+1vau+3=y) A (U=U, Vi SU U, ) A (HuSy+L v u,>y+1
—u,=y+1 v—.u1=u2)/\(—.u1=head(x) v—x=cons(u,, nil) v u;=u,) u,=head(x)
* Propagate : u,>y+1 — true ..no decisions —u,+3=y
e P te : u;=head t — '
ropagate ul_ ead(x) — true X—COHS(UZ, m|)
* Propagate : u,=y+1 — true d

* Propagate : u,+3=y — false —U;=U,

* Propagate : x=cons(u,, nil) = true
* Propagate : u,=u,— false
* Invoke DT solver on {u,=head(x), x=cons(u,, nil), —u,=u,} ...DT-unsat




IntList := cons( head : Int, tail : IntList ) | nil

Theory Combination

(u;+3=y v x = cons(u,, nil) ) A u;>y+1 A u,=head(x) A u,=y+1 Context
(U >y+1vau+3=y) A (U=U, Vi SU U, ) A (HuSy+L v u,>y+1
—u,=y+1 v—.u1=u2)/\(—.u1=head(x) v—x=cons(u,, nil) v u;=u,) u,=head(x)
* Propagate : u,>y+1 — true ..no decisions —u,+3=y
e P te : u,=head t — '
ropagate ul_ ead(x) — true X—COHS(UZ, m|)
* Propagate : u,=y+1 — true d

* Propagate : u,+3=y — false —U;=U,

* Propagate : x=cons(u,, nil) = true
* Propagate : u,=u,— false
* Invoke DT solver on {u,=head(x), x=cons(u,, nil), —=u,=u,} ...DT-unsat

— lnput is




Encoding in *.smt2

(set-logic QF DTLIA)

(declare-datatypes ((IntList 0)) (

( (cons (head Int) (tail IntList)) (nil))))
declare-fun x () IntList)

declare-fun y () Int)

assert (= (+ (head x) 3) vy))

assert (= x (cons (+ v 1) nil)))

assert (> (head x) (+ v 1)))

check-sat)

(
(
(
(
(
(



DPLL(T) : Theory Combination

* Nelson-Oppen Theory Combination
* SMT solvers use preexisting theory solvers for combined theories T, + ... + T

n
* Partition and distribute context M to T,-solver, ..., T_-solver
* If any T-solver says “unsat”, then M is unsatisfiable
* If each T,-solver says “sat”, then solvers must agree on shared variables

* Requires theory solvers to:
* Have disjoint signatures
» E.g. arithmetic has functions { +, <, 0, 1, ... }, datatypes has functions { cons, head, tail, ... }
* Know equalities/disequalities between shared variables
e E.g.areu, =u,equal?
* Theories agree on cardinalities for shared types
e E.g. LIA and DT may agree that Int has infinite cardinality



DPLL(T) : Summary

e SMT solvers use

e DPLL(T) algorithm for theory T, which uses:
* Off-the-shelf SAT solver
* Theory solver(s) for T

* Nelson-Oppen theory combination for combined theories T, + T,, which uses:
* Existing theory solvers for T, and T,, combines them using a generic method

Arithmetic solver
Datatypes solver
Array solver
Set solver
—~




Examples



Contract-Based Verification

Gprecondition: Py[ =x,.,vi, ] Property P, should hold for all
void f( inté& x, inté& y ) inputs x._, v, tofunction £

{

}

@ensures: P,[ X,/ ¥insXout s Yout) Property P, is guaranteed to hold

for Xout’ yout
(the state of x, y after calling f)



N

Contract-Based Verification

@precondition: x,.>vy..
vold swap(inté& x, 1nté& vy)

{

X 1= X + y;
y 1= X - Y;
X 1= X - Vy;

J

Qensures: X_  =Y;: AV ut=X;i, ?




Contract-Based Verification | etwoscarun

(declare-fun xin () Int) (declare-fun yin () Int)
(assert (> xin yin))

(declare-fun x0 () Int) (declare-fun yO () Int)

@precondition . X, >y (assert (and (= x0 xin) (= y0 yin)))
y in in

vold swap(inté& x, 1nté& vy) (declare-fun x1 () Int) (declare-fun y1 () Int)
{ (assert (and (= x1 (+ x0 y0)) (= y1 y0)))

X °*°= X + V7 :> (declare-fun x2 () Int) (declare-fun y2 () Int)

Y% X — y; (assert (and (=x2 x1) (= y2 (- x1 y1)))

X = X —Vy (declare-fun x3 () Int) (declare-fun y3 () Int)
} (assert (and (= x3 (- x2 y2)) (=y3 y2))
densures: Xout—Yin /\yout:Xin (declare-fun xout () Int) (declare-fun yout () Int)

(assert (and (= xout x3) (= yout y3)))

(assert (not (and (= xout yin) (= yout xin))))

(check-sat)

ex-swap.smt2



Contract-Based Verification

@precondition:

Xin>yin

vold swap(inté& x, 1nté& vy)

{
X 1= x +
Y X -
X 1= X -
J

Yr
Yr
Yr

(set-logic QF _LIA)
(declare-fun xin () Int) (declare-fun yin () Int)
(assert (> xin yin))

(declare-fun x0 () Int) (declare-fun yO () Int)
(assert (and (= x0 xin) (= y0 yin)))

(declare-fun x1 () Int) (declare-fun y1 () Int)
(assert (and (= x1 (+ x0 y0)) (= y1 y0)))

(declare-fun x2 () Int) (declare-fun y2 () Int)
(assert (and (=x2 x1) (= y2 (- x1 y1)))

(declare-fun x3 () Int) (declare-fun y3 () Int)
(assert (and (= x3 (- x2 y2)) (=y3 y2))

C:\andy\work\pres\movep2020\examples>cvc4-1.8.exe ex-swap.smt2

unsat

(check-sat)

ex-swap.smt2



Verification: Unsat Cores

Gprecondition: x,.>VY.. Is this necessary?
vold swap(inté& x, 1nté& vy)

{

X 1= X T Vy;
Yy = X 7 ¥y
X = X — Yy

J

densures: X, ,:=Vin AVour=Xin




N

Verification: Unsat Cores

@precondition: x,.>vy..
vold swap(inté& x, 1nté& vy)
{
X 1= X + y;
~ v;
X 1= X — Vy;

<
i

J

densures: X, ,:=Vin AVour=Xin

—)

(set-logic QF _LIA)

(set-option :produce-unsat-cores true)
(declare-fun xin () Int) (declare-fun yin () Int)
(assert (> xin yin))

(declare-fun x0 () Int) (declare-fun yO () Int)
(assert (and (= x0 xin) (= y0 yin)))

(declare-fun x1 () Int) (declare-fun y1 () Int)
(assert (and (= x1 (+ x0 y0)) (= y1 y0)))

(declare-fun x2 () Int) (declare-fun y2 () Int)
(assert (and (= x2 x1) (= y2 (- x1 y1)))

(declare-fun x3 () Int) (declare-fun y3 () Int)
(assert (and (= x3 (- x2 y2)) (=y3y2))

(declare-fun xout () Int) (declare-fun yout () Int)
(assert (and (= xout x3) (= yout y3)))

(assert (not (and (= xout yin) (= yout xin))))

(check-sat)
(get-unsat-core)

ex-swap-unsat-core.smt2




Verification: Unsat Cores

@precondition: x,.>vy..

vold swap(inté& x, 1nté& vy)
| 4

unsat
(
(= x3 (- x2 y2))
(= xout x3)
} (= x2 x1)
(= yout y3)
@enSU.]feS B (not (and (= xout yin) (= yout xin)))
Bl (= y0 yin)
X0 xin)
y2 (- x1 y1))
* Does not x1 (+ x0 y9))

: R y3 y2)
contain (> xin yin)! y1 y0)

)XW
I

(set-logic QF _LIA)

(set-option :produce-unsat-cores true)
(declare-fun xin () Int) (declare-fun yin () Int)
(assert (> xin yin))

(declare-fun x0 () Int) (declare-fun yO () Int)
(assert (and (= x0 xin) (= y0 yin)))

(declare-fun x1 () Int) (declare-fun y1 () Int)
(assert (and (= x1 (+ x0 y0)) (= y1 y0)))

(declare-fun x2 () Int) (declare-fun y2 () Int)

C:\andy\work\pres\movep2020\examples>cvc4-1.8.exe ex-swap-unsat-core.smt2 --dump-unsat-cores-full

ex-Swap-unsat-core.sm



Verification: Unsat Cores

Gprecondition: Xy, Not necessary
vold swap(inté& x, 1nté& vy)

{

X 1= X T Vy;
Yy = X 7 ¥y
X 1= X —Vyy

J

densures: X, ,:=Vin AVour=Xin

X;,>Y 1,18 Not in the unsatisfiable core in the proof of x__ .=y, AV, ,+=%;
= precondition is not necessary to show properties of swap



Counterexamples

vold swap (int& x, 1nté& vy)

{

X 1= X t+ Yy
y = X - Y;
X =X — Yy

}

densures: X ,;:=Vin AVYour=Xin

vold setMax (int& x, inté& y)

{
1f( y>x ) {

swap( x, y )7
}
}

. ?
@ensures: X_,:>Vour °




Counterexamples

volid swap (inté& x,

{
X
Y
X

}

@ensures:

X + vy
X — Vs
= x - V;

inté& v)

Xout:yin /\yout:Xin

vold setMax (inté& x, 1nté&

{
if( y>x ) {
swap ( X%,
}
}
Gensures: X ,:>Vour

Y

) ;

)

(set-logic QF LIA)
(set-option :produce-models true)
(declare-fun xin () Int)(declare-fun yin () Int)

(declare-fun x0 () Int) (declare-fun yO () Int)
(assert (and (= x0 xin)(= y0 yin)))

(declare-fun x1 () Int) (declare-fun y1 () Int)
(assert (and (= x1 x0) (= y1 y0)))

(declare-fun x2 () Int) (declare-fun y2 () Int)

; by post-condition of swap

(assert (ite (> yO x0) (and (= x2 y1) (= y2 x1))
(and (= x2 x1) (= y2 y1))))

(declare-fun xout () Int) (declare-fun yout () Int)
(assert (and (= xout x2)(= yout y2)))

(assert (not (> xout yout)))

(check-sat)
(get-model)




(set-logic QF LIA)

CO U nte rexam p | es (set-option :produce-models true)

(declare-fun xin () Int)(declare-fun yin () Int)

vold swap (int& x, 1nté& vy)

{ :> (declare-fun x0 () Int) (declare-fun yO () Int)
X i= x 4y (assert (and (= x0 xin)(= y0 yin)))
y = % = Yy (declare-fun x1 () Int) (declare-fun y1 () Int)
X = X 7Yy (assert (and (= x1 x0) (= y1 y0)))

}

volid (define—fun xin () Int Q) ))
{ (define-fun yin () Int 0)
define-fun x0 Int 0)
SO (
1T yX(define—fun yo Int 0) () Int)
SMEVS ((cfine-fun x1 Int 0)

} (define-fun y1 Int 0)
} (define-fun x2 Int 0)
(define-fun y2 Int 0)

GRS M8 (define-fun xout () Int )

(define-fun yout () Int 0)

)




Counterexamples

vold swap (int& x, 1nté& vy)

{

X 1= X t+ Yy
y = X - Y;
X =X — Yy

}

densures: X ,;:=Vin AVYour=Xin

vold setMax (int& x, inté& y)

{
1f( y>x ) {

swap( x, y )7

ferrsuress+—x >\ .

ouct £ UUT™

..when x, =0 and y, =0



Contract-Based Verification

@precondition: x,.>5
volid foo(int& x, 1nté& vy)
{
1f( x*y==3 ) {
x==1;
}
}

@ensures: x..>5 ?

out




Contract-Based Verification

@precondition:
volid foo (inté& x,

{

1f( x*y==3
x=-1;
}
}
Gensures: x_ ,.>5

X0

int& v)

) {

—)

(set-logic QF _NIA)
(declare-fun xin () Int) (declare-fun yin () Int)
(assert (> xin 5))

(declare-fun x0 () Int) (declare-fun yO () Int)
(assert (and (= x0 xin)(= y0 yin)))

(declare-fun x1 () Int) (declare-fun y1 () Int)
(assert (and (= x1 x0) (= y1 y0)))

(declare-fun x2 () Int) (declare-fun y2 () Int)
(assert (ite (= (* y1 x1) 3)

(and (=x2 (- 1)) (=y2 y1))

(and (=x2 x1) (=y2 y1))))

(declare-fun xout () Int) (declare-fun yout () Int)
(assert (and (= xout x2) (= yout y2)))

(assert (not (> xout 5)))

(check-sat)




Contract-Based Verification

@precondition:
volid foo (inté& x,

{

1f( x*y==3
x=-1;
}
}
Gensures: x_ ,.>5

X0

int& v)

) {

—)

" 4

(set-logic QF NIA)
(declare-fun xin () Int) (declare-fun yin () Int)
(assert (> xin 5))

(declare-fun x0 () Int) (declare-fun yO () Int)
(assert (and (= x0 xin)(= y0 yin)))

(declare-fun x1 () Int) (declare-fun y1 () Int)
(assert (and (= x1 x0) (= y1 y0)))

(declare-fun x2 () Int) (declare-fun y2 () Int)
(assert (ite (= (* y1 x1) 3)

(and (=x2 (- 1)) (=y2 y1))

(and (=x2 x1) (=y2 y1))))

(declare-fun xout () Int) (declare-fun yout () Int)
yout y2)))

C:\andy\work\pres\movep2020\examples>cvc4-1.8.exe ex-nia.smt2

unsat

(check-sat)




Contract-Based Verification

@precondition: x,.>5
volid foo(int& x, 1nté& vy)
{
1f( x*y==3 ) {
x==1;
}
}

@ensures: x_,.>5

...using heuristic techniques for non-linear arithmetic
(incomplete, can work often in practice)



Contract-Based Verification

@precondition: res, ==
volid cubes (int a, int b, int ¢, 1inté& res)
{
if( (a*a*a)+ (b*b*b)+(c*c*c)==33 ) {
res = 1;
}
}

o et P
@ensures: res,,.==0 %




Contract-Based Verification

volid cubes (int a, int b, int ¢, 1inté& res)

1f( (a*a*a)+ (b*b*b) + (c*c*c)==33 ) {

@precondition:
{
res =
}
}

Gensures: res_,

t::

res,; ==

(set-logic QF NIA)

(declare-fun a () Int) (declare-fun b () Int)
(declare-fun c () Int) (declare-fun resin () Int)
(assert (= resin 0))

(declare-fun res0 () Int)
(assert (= resO resin))

(declare-fun res1 () Int)
(assert (= res1 res0))

(declare-fun res2 () Int)
(assert (ite (=(+(*aaa)(*bbb)(*ccc)) 33)

(=res2 1)
(= res2 resl)))

(declare-fun resout () Int)
(assert (= resout res2))
(assert (not (= resout 0)))

(check-sat)




Contract-Based Verification

@precondition: res, ==
volid cubes (int a, int b, int ¢, 1inté& res)
{
if( (a*a*a)+ (b*b*b)+(c*c*c)==33 ) {
res = 1;
}
}
Gensures: res, ==

=)
" 4

(set-logic QF NIA)

(declare-fun a () Int) (declare-fun b () Int)
(declare-fun c () Int) (declare-fun resin () Int)
(assert (= resin 0))

(declare-fun res0 () Int)
(assert (= resO resin))

(declare-fun res1 () Int)
(assert (= res1 res0))

(declare-fun res2 () Int)

(assert (ite (=(+(*aaa)(*bbb)(*ccc)) 33)
(=res2 1)
(= res2 resl)))

C:\andy\work\pres\movep2020\examples>cvc4-1.8.exe ex-nia-hard.smt2

unknown

C:\andy\work\pres\movep2020\examples>cvc4-1.8.exe ex-nia-hard.smt2 --nl-ext-tplanes
~C

(check-sat)




Contract-Based Verification

@precondition: res, ==
volid cubes (int a, int b, int ¢, 1inté& res)
{
if( (a*a*a)+ (b*b*b)+(c*c*c)==33 ) {
res = 1;
}
}

@ensures: res_,==0 ?

...the SMT solver will (typically) not solve
open problems in mathematics!



Contract-Based Verification

@precondition: res, ==

0 | void cubes (int a, int b, int ¢, 1nté& res)

{

1 if( (a*a*a)+ (b*b*b)+ (c*c*c)==33 ) {
res = 1;

}

2 |}
@ensures: res_,==0 ?

...the SMT solver will (typically) not solve
open problems in mathematics!

Sum-of Three-Cubes Problem Solved for

‘Stubborn’ Number 33

A number theorist with programming prowess has found a solution to 33

=x3 +y3 + z3 a much-studied equation that went unsolved for 64 years.

(8,866,128,975,287,528)% + (-8,778,405,442,862,239)° + (-2,736,111,468,807,040)3 = 33



Decision Procedures

* Decision procedures in SMT solvers
1. What is a decision procedure?
2. What decision procedures are supported in SMT solvers?



Constraints Supported by SMT Solvers

* SMT solvers support:
* Arbitrary Boolean combinations of theory constraints

* Examples of supported theories:
e Uninterpreted functions: £ (a) =g (b, ¢)
* Linear real/integer arithmetic: a>b+2*c+3
* Arrays: select (A, 1)=select (store(A,1+1,3),1)
e Bit-vectors: bvule (x, #xFF)
* Algebraic Datatypes: x, y:List; tail (x)=cons (0, Vy)
 Unbounded Strings: x, yv:String; y=substr(x,0,len(x)-1)



Constraints Supported by SMT Solvers

* SMT solvers support:
* Arbitrary Boolean combinations of theory constraints

* Examples of supported theories = decision procedures
* Uninterpreted functions: = Congruence Closure [Nieuwenhuis/Oliveras 2005]
* Linear real/integer arithmetic: = Simplex [deMoura/Dutertre 2006]
* Arrays: = [deMoura/Bjorner 2009]
Bit-vectors: = Bitblasting, lazy approaches [Bruttomesso et al 2007,Hadarean et al 2014]
Algebraic Datatypes: = [Barrett et al 2007,Reynolds/Blanchette 2015]
Unbounded Strings: = [Zheng et al 2013,Liang et al 2014, Abdulla et al 2014]



Decision Procedures in DPLL(T)

* A decision procedure has the following interface:

M,, ..., M_ is sat

Decision

n Procedure

Set of theory literals M,, ..., M_ is unsat



Decision Procedures in DPLL(T)

* SMT solvers use theory solvers that implement decision procedures:

, model

M1; “c IVln ] Decision
Procedure

Conflict Clause or
Lemma



Decision Procedures in DPLL(T)

* Theory solvers are integrated in the DPLL(T) loop:

SMT Solver

> , model

Decision
Procedure

Conflict Clause or
Lemma

//




DPLL(T) Theory Solvers

* Input : A set of T-literals M

e Qutput : either
1. Mis T-satisfiable

2. {l, .. | }= MisT-unsatisfiable

3. Don’t know



DPLL(T) Theory Solvers

* Input : A set of T-literals M

e OQutput : either
1. Mis T-satisfiable
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2. {l, .. | }= MisT-unsatisfiable

3. Don’t know
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3. Don’t know
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 Return model, e.g. {x —> 2,y — 3,z — -3} for { xy, y+z=0 }
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e Returnlemma, e.g. spliton (x=y v —=x=y)



DPLL(T) Theory Solvers

* Input : A set of T-literals M

e OQutput : either

1. Mis T-satisfiable
 Return model, e.g. {x —> 2,y — 3,z — -3} for { xy, y+z=0 }
= Should be solution-sound
* Answers “M is T-satisfiable” only if M is T-satisfiable

2. {l, .. | }= MisT-unsatisfiable

* Return conflict clause, e.g. ( x<0 v — x=3) for { =x<0, x=3 }

= Should be refutation-sound

* Answers “{l,, ..., | }is T-unsatisfiable” only if { I, ..., || } is T-unsatisfiable

3. Don’t know

e Returnlemma, e.g. spliton (x=y v —=x=y)
=>|f solver is solution-sound, refutation-sound, and terminating,

* Then it implements a decision procedure for T



Theory Solvers: Linear Arithmetic



Linear Arithmetic

« Quantifier-free linear real and integer arithmetic
QF LRA, QF LIA, QF LIRA

o Given the linear inequalities

X : Real; y : Real;
X—y2-1, y<4, x+y26

is there an assignment to x and y that makes all of them true?

« Solve using simplex-based approaches [Dutertre/de Moura 2006]



Simplex Search
Y

X—=Y2-1AYy<4A X+y26

sat

X+y=6

Is an intersection of
half planes empty?




Simplex Search
Y

X-y=2-1

X—=Y2-1AYy<4A X+y26

x=1,y=1"7

$

x=1,y=57

$

X=2,y=47

$

x=3,y=4




From Reals to (Mixed) Integers

e Add isInt (x) constraints

o First solve real relaxation
— Ignore isInt (x) constraints

o If real relaxation is sat:
— Check if current assignment M (x) satisfies 1sInt (x) constraints
— If not, refine by branching [Griggio 2012, Jovanovic/de Moura 2013, Bromberger 2018]

1sInt (x) A M(x)=1 .
isInt(x) A M(x)=1.5 .. Addlemma (x=22vx<1)
1sInt(x) A M(x)=2



Theory Solvers: Equality +
Uninterpreted Functions (EUF)



Theory of Uninterpreted Functions (UF)

o Equalities and disequalities between terms built from UF, e.g.
a=b, f(a,f(b,g(a)))=d, g(b)=c, f(a,c)=c, f(a,c)=d

...where signature is:

“uninterpreted sort” U
a,b,c,d:U
g:U—->U

f-UxU—->U

—> UF are useful for abstracting processes, other symbols
not natively supported by solver



Congruence Closure

a=b, f(a,f(b,g(a)))=d, g(b)=c, f(a,c)=c, f(a,c)=d

~Haflbglal=d

Compute equivalence classes of all (sub)terms




Congruence Closure

a=b, f(a f(b g(a))) d, g(b)=c, f(a,c)=c, f(a,c)=d

o fbsla=d w

...merge congruent terms
since a=b, we know g(a)=g(b)




Congruence Closure

a=b, f(a f(b g(a))) d, g(b) c, f(a,c)=c, f(a,c)=d

Haogtad > < gcacia




Congruence Closure

a=b, f(a f(b g(a))) d, g(b) c, f(a,c)=c, f(a,c)=d

@bg(aD —brmeefacgal

...merge congruent terms
since a=b and c=g(a), we know f(a,c)=f(b,g(a))




Congruence Closure

a=Db, f(a,f(b,g(a)))=d, g(b)=c, f(a,c)=c, f(a,c)=d

@b'é@@ @%#(aﬁi;g(a)ﬁ(b,mb




Congruence Closure

a=b, f(a f(b g(a))) d, g(b) c, f(a,c)=c, f(a,c)=d

afbg )=d @cf(ac) g(a)= f(b@

...merge congruent terms
since f(b,g(a))=c, we know f(a,f(b,g(a)))=f(a,c)




Congruence Closure

a=b, f(a f(b,g(a)))=d, g(b) c, f(a,c)=c, f(a,c)=d

~\

f(a,f( b ,g(a)))=d @-c-f(a,c)-g(a)-f(b,@

...merge congruent terms
since f(b,g(a))=c, we know f(a,f(b,g(a)))=f(a,c)

—> Must merge disequal equivalence classes ... conflict!



Congruence Closure

a=Db, f(a,f(b,g(a)))=d, g(b)=c, f(a,c)=c, f(a,c)=d

———————~

—

o (b,efa))=d > < glblcefla,cl=gla)=flbglall

...merge congruent terms
since f(b,g(a))=c, we know f(a,f(b,g(a)))=f(a,c)

—> Must merge disequal equivalence classes ... conflict!

Congruence closure is important building block for many decision procedures



Theory Solvers: Arrays



Arrays : Signhature X

Types:
( T, T,) : Arrays with index type T,, element type T,
Operators:
( ailv) : Arrayobtained by writing vatindexiin Array a
( a 1) : Elementatindexi of Array a

—> Arrays are useful for modelling memory, data structures



Procedure for Arrays with Extensionality

i=j, select(A,i)#select(store(A,k,5),j),j#k




Procedure for Arrays with Extensionality

i=j, select(A,i)#select(store(A,k,5),j),j#k
(read over write)

i=j, select(A,i)#select (store(A,k,S),j),‘j:tk, select(store(A,k,5),j)=select (A,j)




Procedure for Arrays with Extensionality

i=j, select(A,i)#select(store(A,k,5),j),j#k

i=j, select(A,i)#select (store(A,k,S),j),]'#k, select(store(A,k,5),j)=select (A,j)

.o.@ < select(store(Ak5)jj=select(Aj) @@ (5)




Procedure for Arrays with Extensionality

i=j, select(A,i)#select(store(A,k,5),j),j#k

i=j, select(A,i)#select (store(A,k 5),j),]'¢k seIect(store(A k,5),j)=select (A,j)

—————_.

S S

...merge congruent terms
since i=j, we know select(A,i)=select(A,))
conflict!




Theory Solvers: Bitvectors



Bit Vectors

* Bit-vectors parameterized by a bit-width

( 2) : #b00, #b01, #b10, #b11
( 10) : #b0000000000, #00101010101, #b1111111110, ..

* For each bit-width, large signature containing operators for:
(Modular) arithmetic

Bitwise logical operations

Bit-shifting

Concatenation/extraction

—> Bit-vectors are useful for modelling machine integers, circuits



SMT-LIB Bitvectors

( n)
((

(_ dbvXonm)
X ((
X ((

( o h ((
( on (L



SMT-LIB Bitvectors

L PP PP P PP
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Solving Bit Vectors

* Typically, bit-vector constraints are solved by bit-blasting
—>Eager reduction to propositional satisfiability

* For example: (bvand x y)=#b1010




Solving Bit Vectors

* For example:

(bvand x y)=#b1010

—

—

Relies on developing good encodings
for each operator in bit-vector signature



Solving Bit Vectors

* Bit-blasting can also be done lazily [Bruttomesso et al 2007,Hadarean et al 2014]

* Instead of: (bvand x z)=#b1010, (bvand y z)##b1010, x=y

(X, Az, & T)Ay Az, TIAX < y,) A

(X,AZ, < L)A(Y,AZ, & L)A(X, & y,) A
(X323 < T)A(Y3AZ; & L)A(X3 << y3) A
(X172, < L)A(ynz, < TIAX, S Y,)




Solving Bit Vectors

(bvand x z)=#b1010, (bvand y z)=#b1010, x=y




Solving Bit Vectors

(bvand x z)=#b1010, (bvand y z)=#b1010, x=y

— - oy

@dx G (@

...merge congruent terms
since x=y, we know (bvand x z)=(bvand vy z)
—> Conflict, before resorting to bit-blasting




Theory Solvers: Finite Sets +
Cardinality



Theory of Finite Sets + Cardinality

* Parametric theory of finite sets of elements T
* Sighature 2,:

e Empty set J, Singleton {a}

* Membership €: Tx Set (T) > Bool

e Subsetc : Set (T) xSet (T) > Bool
* Set connectives U, N,\ : Set (T) xSet (T) = Set (T)

 Example input: | xX=yNz Aatbex A yCw

—Sets are important in databases, knowledge representation,
programming languages, e.g. Alloy



Theory of Finite Sets + Cardinality

e Extended signature of theory to include:
e Cardinality |.| : Set > Int

* Extended decision procedure for cardinality constraints
[Bansal et al JCAR2016]

* Example input: | x=yUz A |x|=14 A |VI|>]2z]|+5




Extended to Theory of Finite Relations [Meng et al 2017]

= Relations Rel(o) can be modeled as a set of tuples Set(Tup(a))

Tuple constructor:
(_, v, )iag X Xa,— Tup,(aq, ..., a,)

Product: = : Rel,,,(a«) X Rel,,(B) — Rel,,,.,(a, B)

Join: x : Rel,1(a,y) X Relg41(y, ) = Rel,iq(a, f)
withp+qg >0

Transpose: _~1:Rel,(ay, -, a;,, ) = Rel,, (ay,, -, ay)

Transitive Closure: _*: Rel,(a, a) — Rel,(a, a)




Theory Solvers: Strings



Basic String Constraints

* Equalities and disequalities between string terms :
e Variables: x
* String constants: “abc”
* Concatenation: x -“abc”
* Length: | x|

* Linear arithmetic constraints: | x| +4>|vy|
Example: x -“a”"=yA |y|>|x|+2

Procedures in [Abdulla et al CAV2014, Liang et al CAV2014]

—>Strings are important in security applications, e.g. for detecting attack vulnerabilities



General String Solver Architecture

T-unsatisfiable
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DPLL(T): Find Satisfying Assignment
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DPLL(T): Find Satisfying Assignment

v

LIA
solver

Conflict?

DPLL(X) engine

Propagate

Split by Length

|

EUF
solver

Check Cardinality

Partition

Normalize

Ctring.-cali
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DPLL(T): Find Satisfying Assignment

v

solver

7 Conflict?

aor.
\A™a |

< Propagate Split by Length _
. DPLL(X) engine ZZ | ! _;_
w 5 < Check Cardinality Partition Normalize i
f
(x| > |yl = v w- “ab

Arithmetic
Solver




Conflict Checking

v

solver

_

o 2VIVLI

< Propagate Split by Length ;
DPLL(X) engine | ! |
: (X) eng - | :
o 2 < Check Cardinality Partition Normalize i
f
|X| > |y| X7 = y.w.\\ab//

Arithmetic
Solver

String
Solver

String context contains dis-equalities like: x#x
Arithmetic context contains a contradiction: |x|<|y|<|x|



Conflict Checking

DL SUITVTI

v
<= > Conflict? Propagate " Splitby Length :
DPLL(X) engine 2: | ! ! E
C ¢
. 2 < Check Cardinality |« Partition Normalize ;
w n U

f

[x] > |yl

Arithmetic

Solver




Shared Term Propagation

v
DPLL(X) engine [ T ! 2
_ (< G0
w > « Check Cardinality Partition Normalize i
w on w
f
|X| > |y| X7 = y.w.\\ab//

|x|#|yl

Arithmetic
Solver :

Ix|+|z|=|y|+|w|+2

= String
Solver



Shared Term Propagation

DL SUITVTI

v
< % —MJ‘> Conflict? Propagate > Split by Length ;
DPLL(X) engine ZZ | ! ! _E
s % « Check Cardinality [ Partition Normalize 5
¥
[ x|+lz[=lyl+][w]|+2 | x[#]y]
x| > |yl X'z = y-w-“Yab”

Arithmetic

Solver




Length Splitting

v

LIA
solver
El"'ﬁ

Conflict? Propagate _
DPLL(X) engine ZZ |

1Y

DL SUITVTI

:
¢
w 2 « Check Cardinality | Partition < Normalize 3
29 :
f
[ x[+|z|=]yl+]|w]|+2 | x[#]y]
|X| > |y| X7 = y.w,\\ab//

Arithmetic Solver String Solver

x| = 0 x| = 0 x| > O x| > O
'yl = 0 'yl > 0 lyl =0 lyl > 0




Length Splitting

DL SUITVTI

v
< % —MJ‘> Conflict? Propagate _ E
DPLL(X) engine ZZ | _E
> % “ Check Cardinality [ Partition Normalize 5
¥
[ x[+tlz]=lyl+|w]|+2
x> |yl
> 0 %1%yl
vl > 0 Xz = y-w-vab”

Arithmetic Solver

String Solver



Normalization

v

LIA

solver

EUF

solver

DPLL(X) engine

Conflict?

Propagate

Split by Length

|

Check Cardinality

A

Partition

1Y

Ctrinag.-cnal

DL SUITVTI




Normalize Equalities

To handle string equalities with prefix x and y
S { X z=y w-"ab” must consider 3 cases...

N S -




Normalize Equalities

S { X.Z:y.w.\\ab// L { |X|>|y|

X:y .X’

x=v ‘x’ when | x|>|v|




Normalize Equalities

S { X z=y - w-rab”

y=X .yl

L

| x| <]yl

v=x 'y’ when |x|<]|Vy]|

W




Normalize Equalities

L

[ x|=]yl




Normalize Equalities

S { X z=y - w-rab”

Bl

| xX|=|Vy]
|z | >]w]




Normalize Equalities

q X z=y 'w- - “ab” T, | x[=]y]
xX=y [z > ]w]

1 Since |x[=1y|




Normalize Equalities

Bl

| xX|=|Vy]
|z | >]w]




Normalize Equalities

X z=y 'w-ab”
X=Y
z=w -z’
Z 14 :\\ab//

Bl

| xX|=|Vy]
|z | >]w]
| z" | =2

4

Z

Il Since |z’ |=2

Ha b”

— S U L issatisfiable



Normalization

solver

JLTINTESUTVET
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Partition

LIA
solver

Conflict? Propagate

Split by Length

DPLL(X) engine

|

A ﬁn
o E!--q

A

Check Cardinality Partition

EUF
solver

Normalize

1Y

Ctrinag.-cnal

JLTINTESUTVET

f

For strings x, =z, z’, “ab” | Ixl=lzl, Ix[ # [z"]

= |"ab” | # |x]|

Z
Z



Check Cardinality of >

JLTINTESUTVET

<= > Conflict? Propagate Split by Length :
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w 5 < Check Cardinality Partition Normalize 3
f
What if, for strings s,, s,, ..., Sy54 Sy59: < =
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Check Cardinality of >

v

< % > Conflict? Propagate Split by Length T
DPLL(X) engine [ T ! ?%

K C 0o

w > — Check Cardinality Partition Normalize §
w o H (9]
f ------------------------------------------------------------------------------------------------------------------------------------------------------------------

* May be unsatisfiable since X is finite

* For instance, if:
* X is a finite alphabet of 256 characters, and
e SUL entails that 257 distinct strings of length 1 exist
—> Then SUL is unsatisfiable

. (distinct(sy,..,S557) A |Is{|=.=|s,,]|)=>15,|>1



Theoretical Complexity Challenges

Membership
Constraints

Extended

Functions

() UNDECIDABLE

Length

Constraints

() OPEN

Word
Equations

o PSPACE




Extended String Constraints

* Equalities and disequalities between:

* Basic string terms: Examples
* String constants “abc”
* String concatenation x-“abc”
e String length | x|
e Linear arithmetic terms x+4, y>2
* Extended string terms:
e Substring substr (“abcde”, 1, 3) = “becd”
* String Contains contains (Yabcde”, "cd”) =T
e String find “index of” indexof (“abcde”, ”d”, 0) = 3
* String Replace replace (“ab”,“b”,“c”)= “ac”

* ...Regular expresions

Example: mcontains (substr(x,0,3),%a”) A 0<indexof (x, “ab”,0)<4



How do we handle Extended String Constraints?

—contains (x, “a”)




How do we handle Extended String Constraints?

* Naively, by reduction to basic constraints + bounded V

—contains (x, “a”)




How do we handle Extended String Constraints?

* Naively, by reduction to basic constraints + bounded V

—contains (x, “a”)

V0<n< | x| .substr (x,n,1l)#%a” Expand contains




How do we handle Extended String Constraints?

* Naively, by reduction to basic constraints + bounded V

W\ 144

—contains (x, “a”)

V0<n< | x| .substr (x,n,1l)#%a” Expand contains

substr (x,0,1)#%a” A..Asubstr(x,4,1)#%a” Assuming bound | x | <5




How do we handle Extended String Constraints?

* Naively, by reduction to basic constraints + bounded V

W\ 144 )

—contains (x, “a

V0<n< | x| .substr (x,n,1l)#%a” Expand contains
substr(x,0,1)#%a” A..Asubstr(x,4,1)#"a” Assuming bound | x | <5
X=21;'K1'Z; A X=214Ky Zyg A
|z, 1=0 A c e |z, 1=4 A Expand substr
ki #=Na” A k£ a”




How do we handle Extended String Constraints?

* Naively, by reduction to basic constraints + bounded V

W\ 144

—contains (x, “a”)

V0<n<|x|.substr(x,n,1)#%a” Expand contains
substr (x,0,1)#%a” A...Asubstr(x,4,1)z"a” Assuming bound | x| <5
X=21;'K1'Z; A X=214Ky Zyg A
|z, 1=0 A c e |z, 1=4 A Expand substr
k,A2va” A k,2%a”

* Approach used by many current solvers
[Bjorner et al 2009,Zheng et al 2013,Li et al 2013,Trinh et al 2014]



Extended String Constraints

* Context-Dependent Simplifications [Reynolds et al CAV 2017]
* Leverage equalities that hold in current context for simplifying constraints

own

* E.g. contains(x,y) simplifies to true in context where y="".

* Aggressive Rewrite Rules [Reynolds et al CAV 2018]
* Use high-level reasoning to simplify constraints

e Efficient Encodings of Reductions
 Reuse variables in reductions of extended functions



Many Simplification Rules for Strings

e Unlike arithmetic:

x+x+7*y=y—4 2*x+6*y+4=0

..simplification rules for strings are highly non-trivial:

substr (x- Yabcd”, 1+len(x), 2) “bc”

contains (Yabcde”, “b"”- x- “a”) 1

contains (x-“ac”-y, “b”) contains (x, “b”)vcontains (y, “b”)
indexof (“abc”-x, "a”-x,1) -1

replace (\\aII.X, \\bl/, y) COfl (\\a//, replace (X, \\b//, y) )




Simplification based on High-Level Abstractions

[Reynolds/Noetzli/Tinelli/Barrett CAV 19]

* Rules based on high-level abstractions
 When viewing strings as #characters (e.g. reasoning about their length):

contains (substr(x,1,7)

77

...since the second argument is
longer than the first

* When considering the containment relationship between strings:

contains (replace(x,v,2),2z)

contains (x,Vy)

v contains (x, z)

* When viewing strings as multisets of characters:

x-x-y-"ab”= x-"bbbbbb”-y

...since LHS contains at least 1 more

occurrences of “a”



Regular Expression Elimination

* Idea: reduce RE to extended string constraints
* Possible for many regular expression memberships that occur in practice:

XE (X 2*-2)

xXe (X*-"abc”-2%*)

xe (X*-"a” - X2*-"bcd”- X*)

N
N
N

| X |22

contains (x, "abc”)

contains (x,”a”) A
contains (substr (x, indexof (x,”a”,1)+1, |x|),
Ilbcdll)

e CVC4 supports aggressive elimination techniques for RE like those above
 Utilize existing support for extended functions




Symbolic Execution

char buff[15];

char permission = ‘N';

char pass = ‘N';

cout << "Enter the password :";
0 | gets(input);

1 | iIf(stremp(buff, “PASSWORD")) {
cout << "Correct Password";
permission="Y",

pass = "Y',

} else {
cout << "Wrong Password";
pass= ‘N,

}

2 | if(permission =="Y") { //grant root access
Assert(pass='Y’);
}

Memory: buff perm || pass




Symbolic Execution

har buff[15];
har permission = ‘N';
har pass = ‘N';
cout << "Enter the password :";
0 ets(input);
1 pif(stremp(buff, “PASSWORD")) {
cout << "Correct Password";

~~nermission="Y":
;gass =Y’
}

else {
cout << "Wrong Password";
pass= ‘N,

}

2 <3if(permission =="Y") { //grant root access
~Assert(pass=Y");

}

(set-logic QF_SLIA)

(declare-fun mem () String)

(declare-fun buff () String)

(declare-fun permission () String)

(declare-fun pass () String)

(assert (= mem "000000000000000NN"))

(assert (= buff (str.substr mem 0 15)))

(assert (= permission (str.substr mem 15 1)))

(assert (= pass (str.substr mem 16 1)))

(declare-fun input () String)

(declare-fun mem1 () String)

(declare-fun buffl () String)

(declare-fun permission1 () String)

(declare-fun pass1 () String)

(assert (= (str.len mem1) 17))

(assert (= mem1 (str.++ (str.substrinput 0 17)
(str.substr mem (str.len input) (str.len mem)))))

(assert (= buffl (str.substr mem1 0 15)))

(assert (= permission1 (str.substr mem1 15 1)))

(assert (= pass1 (str.substr mem1 16 1)))

(declare-fun mema2 () String)

(declare-fun buff2 () String)

(declare-fun permission2 () String)

(declare-fun pass2 () String)

(assert (str.prefixof "PASSWORD\0" buff1))

(assert (= (str.len mem2) 17))

(assert (= mem2 (str.++ (str.substr mem1 0 15) "Y" "Y")))

(assert (= buff2 (str.substr mem2 0 15)))

(assert (= permission2 (str.substr mem2 15 1)))

(assert (= pass2 (str.substr mem2 16 1)))

(assert (= permission2 "Y"))

(assert (not (= pass2 "Y")))

(check-sat)




Symbolic Execution

har buff[15];

har permission = ‘N';

har pass = ‘N';
cout << "Enter the password :";
ets(input);
if(strcmp(buff, “PASSWORD")) {

else {
cout << "Wrong Password";
pass= ‘N,

}

<>\if(permission =="Y") { /lgrant root access
—Assert(pass='Y");

}

(set-logic QF_SLIA)

(declare-fun mem () String)

(declare-fun buff () String)

(declare-fun permission () String)
(declare-fun pass () String)

(assert (= mem "000000000000000NN"))
(assert (= buff (str.substr mem 0 15)))
(assert (= permission (str.substr mem 15 1)))
(assert (= pass (str.substr mem 16 1)))
(declare-fun input () String)

(declare-fun mem1 () String)

(declare-fun buffl () String)

(declare-fun permission1 () String)
(declare-fun pass1 () String)

(assert (= (str.len mem1) 17))

(assert (= mem1 (str.++ (str.substrinput 0 17)

(str.substr mem (str.len input) (str.len mem)))))
meml ()

(declare-fun pass2 () String)
(assert (str.prefixof "PASSWORD\0" buff1))

(assert (= (str.len mem2) 17))

(assert (= mem2 (str.++ (str.substr mem1 0 15) "Y" "Y")))
(assert (= buff2 (str.substr mem2 0 15)))

(assert (= permission2 (str.substr mem2 15 1)))

(assert (= pass2 (str.substr mem2 16 1)))

(assert (= permission2 "Y"))

(assert (not (= pass2 "Y")))

(check-sat)




Symbolic Execution

har buff[15];

har permission = ‘N';

har pass = ‘N';

cout << "Enter the password :";

0 ets(input);
1 pif(stremp(buff, “PASSWORD")) {
cout << "Correct Password";
permission="Y",

pass = "Y',

} else {
cout << "Wrong Password";
pass= ‘N,

}
2 gﬁf(permission =="Y") { //grant root access
—Assert(pass=Y");

}




Symbolic Execution

har buff[15];

har permission = ‘N';

har pass = ‘N';

cout << "Enter the password :";

0 ets(input);
1 pif(stremp(buff, “PASSWORD")) {
cout << "Correct Password";
permission="Y",

pass = "Y',

} else {
cout << "Wrong Password";
pass= ‘N,

}
2 gﬁf(permission =="Y") { //grant root access
—Assert(pass=Y");

}

(set-logic QF_SLIA)

(set-option :produce-models true)

(declare-fun mem () String)

(declare-fun buff () String)

(declare-fun permission () String)

(declare-fun pass () String)

(assert (= mem "000000000000000NN"))

(assert (= buff (str.substr mem 0 15)))

(assert (= permission (str.substr mem 15 1)))

(assert (= pass (str.substr mem 16 1)))

(declare-fun input () String)

(declare-fun mem1 () String)

(declare-fun buffl () String)

(declare-fun permission1 () String)

(declare-fun pass1 () String)

(assert (= (str.len mem1) 17))

(assert (= mem1 (str.++ (str.substrinput 0 17)
(str.substr mem (str.len input) (str.len mem)))))

(assert (= buffl (str.substr mem1 0 15)))

(assert (= permission1 (str.substr mem1 15 1)))

(assert (= pass1 (str.substr mem1 16 1)))

(declare-fun mema2 () String)

(declare-fun buff2 () String)

(declare-fun permission2 () String)

(declare-fun pass2 () String)

(assert (not (str.prefixof "PASSWORD\Q" buff1)))

(assert (= (str.len mem2) 17))

(assert (= mem2 (str.++ (str.substr mem1 0 16) "N")))

(assert (= buff2 (str.substr mem2 0 15)))

(assert (= permission2 (str.substr mem2 15 1)))

(assert (= pass2 (str.substr mem2 16 1)))

(assert (= permission2 "Y"))

(assert (not (= pass2 "Y")))

(check-sat)

(get-model)




Symbolic Execution

/N /N

har buff[15];

har permission = ‘N';

har pass = ‘N';

cout << "Enter the password :";

ets(input);

pif(stremp(buff

(define-fun
(define-fun

cout (define—fun

pass="

(define-fun
(define-fun
(define-fun

> f(permiss{CEshERl

—Assert(p:

}

(define-fun
(define-fun
(define-fun

(define-fun

(define-fun

)

‘PASSWORD"

(o{o] IR : \ andy \work\pres\movep2020\examples>cvc4-1.8.exe ex-sym-exec-path2.smt2

mem () String "00000000000000ONN")
buff () String "000000000000000")
permission () String "N")

pass () String "N")

input () String “"AAAAAAAAAAAAAAAYA™)

meml () String "AAAAAAAAAAAAAAAYA™)
buffl () String "AAAAAAAAAAAAAAA™)
permissionl () String "Y")

passl () String "A")

mem2 () String "AAAAAAAAAAAAAAAYN")
buff2 () String "AAAAAAAAAAAAAAA™)
permission2 () String "Y")

pass2 () String "N")

(set-logic QF_SLIA)

(set-option :produce-models true)
(declare-fun mem () String)

(declare-fun buff () String)

(declare-fun permission () String)

(declare-fun pass () String)

(assert (= mem "000000000000000NN"))
(assert (= buff (str.substr mem 0 15)))

(assert (= permission (str.substr mem 15 1)))
(assert (= pass (str.substr mem 16 1)))
(declare-fun input () String)

(declare-fun mem1 () String)

(declare-fun buffl () String)

(declare-fun permission1 () String)
(declare-fun pass1 () String)

(assert (= (str.len mem1) 17))

(assert (= mem1 (str.++ (str.substrinput 0 17)
(str.substr mem (str.len input) (str.len mem)))))
.substr mem1 0 15)))

bn1 (str.substr mem1 15 1)))
.substr mem1 16 1)))

() String)

) String)

Esion2 () String)

) String)

fixof "PASSWORD\0" buff1)))
em2) 17))

r.++ (str.substr mem1 0 16) "N")))
.substr mem?2 0 15)))

bn2 (str.substr mem2 15 1)))
.substr mem2 16 1)))

bn2 "Y"))

"Y")))




Symbolic Execution

har buff[15];

har permission = ‘N';

har pass = ‘N';

cout << "Enter the password :";
ets(input);

if (strcmp(buff, “PASSWORD")) {
cout << "Correct Password";
ermission="Y",

ass = 'Y’

} else {

cout << "Wrong Password";
ass= ‘N

}

if(permission == "Y") { //grant root access
ssert(pass=Y");




Symbolic Execution

har buff[15];

har permission = ‘N';

har pass = ‘N';

cout << "Enter the password :";
ets(input);

if (strcmp(buff, “PASSWORD")) {
cout << "Correct Password";
ermission="Y",

ass = 'Y’

} else {

cout << "Wrong Password";
ass= ‘N

}

if(permission == "Y") { //grant root access
ssert(pass=Y");

(set-logic QF SLIA)
(set-option :produce-models true)
(set-option :incremental true)

(assert (= permission2 "Y"))
(assert (not (= pass2 "Y")))
(check-sat)

(pop)

(push)
(assert (not (str.prefixof "PASSWORD\0" buff1)))

(assert (= (str.len mem?2) 17))

(assert (= mem2 (str.++ (str.substr mem1 0 16) "N")))
(assert (= buff2 (str.substr mem2 0 15)))

(assert (= permission2 (str.substr mem2 15 1)))
(assert (= pass2 (str.substr mem2 16 1)))

(assert (= permission2 "Y"))

(assert (not (= pass2 "Y")))

(check-sat)

(get-model)

(pop)




Symbolic Execution

har buff[15];
har permission = ‘N';
har pass = ‘N';

ets(input);
i (strcmp(buff,

L unsat
ermiSSION =g
ass = IYI (model

(define-fun
(define-fun
(define-fun
(define-fun
(define-fun
(define-fun
(define-fun
(define-fun

il (define-fun
ssert(pass— (define-fun
} (define-fun
(define-fun

}else {
cout << "Wr
ass= ‘N"

(define-fun
)

cout << "Enter the password :";

A/NYBP N

(set-logic QF SLIA)
(set-option :produce-models true)
(set-option :incremental true)

(assert (= permission2 "Y"))
(assert (not (= pass2 "Y")))
(check-sat)

cout << u(:c)C:\andy\work\pres\movepzeze\examples>cvc4—1.8.exe ex-sym-exec-pathl+2.smt2

"PASSWORD\0" buff1)))

) 17))

(str.substr mem1 0 16) "N")))
str mem2 0 15)))

str.substr mem2 15 1)))

str mem2 16 1)))

'Y"))

"))

mem () String "00000000000VOOONN")
buff () String "©00000000000000")
permission () String "N")

pass () String "N")

input () String "AAAAAAAAAAAAAAAYA™)
meml () String "AAAAAAAAAAAAAAAYA")
buffl () String "AAAAAAAAAAAAAAA™)
permissionl () String "Y")

passl () String "A")

mem2 () String "AAAAAAAAAAAAAAAYN™)
buff2 () String "AAAAAAAAAAAAAAA")
permission2 () String "Y")

pass2 () String "N")



Symbolic Execution

char buff[15];
char permission = ‘N';
char pass = ‘N';
cout << "Enter the password :";
gets(input); <« “AAAAAAAAAAAAAAAY”
if(strcmp(buff, “PASSWORD")) {
cout << "Correct Password";
permission="Y",

pass = "Y',
} else {
cout << "Wrong Password";
pass= ‘N,
}
If(permission =="Y") { /larant root access
S =Y’); < pass==“N"
}

...vulnerability detected automatically by the SMT solver



Symbolic Execution #2

cout << "Enter text to print :";
string input;
gets(input);
string data= ‘p‘ ++ input ++ “;xcvc4;’;
int index=0;
while(index<str.len(data)){
int end=indexof(data,’;’ ,index+1);
string cmd=substr(data,index+1,end-(index+1));
If(cmd!=""){
If(substr(data,index,1)="p’){
cout << curr_cmd << endl;
}else if(substr(data,index,1)="x"{

exec(cmd);
Assert(cmd==“cvc4”);
lelsef
cout << “Bad command” << endl;
}
}
index=end+1;

}

Loop and execute commands:
P[TEXT1];x[PROG1];x[PROG2];p[TEXT2];...

where
 pTEXT; prints “TEXT”
 XPROG; runs program “PROG”



Symbolic Execution #2

cout << "Enter text to print :";

string input;

gets(input);

string data= ‘p‘ ++ input ++ “;xcvc4;’;

int index=0;

while(index<str.len(data)){
int end=indexof(data,’;’ ,index+1);
string cmd=substr(data,index+1,end-(index+1));
If(cmd!=""){

If(substr(data,index,1)="p’){
cout << curr_cmd << endl;

}else if(substr(data,index,1)="x"{
exec(cmd);
Assert(cmd=="cvc4”);

lelsef
cout << “Bad command” << endl;

}
}

index=end+1;

}

(set-logic QF_SLIA)

(set-option :produce-models true)

(set-option :incremental true)

(set-option :strings-exp true)

(declare-fun input () String)(declare-fun data () String)
(assert (= data (str.++ "p" input ";xcvc4;")))
(declare-fun index1 () Int)(declare-fun end1 () Int)
(declare-fun exel () String)(declare-fun cmd1 () String)
(assert (= index1 0))

(assert (= end1 (str.indexof data ";" index1)))

(assert (= exel (str.substr data index1 1)))

(assert (= cmd1 (str.substr data (+ index1 1) (- end1 (+ index1 1)))))
(assert (< index1 (str.len data)))

(push)

; is assertion violated on this iteration?

(assert (not (=cmd1 "))

(assert (= (str.substr data index1 1) "x"))

(assert (not (= cmd1 "cvcd")))

(check-sat)

(pop)

(declare-fun index2 () Int)(declare-fun end2 () Int)
(declare-fun exe2 () String)(declare-fun cmd2 () String)
(assert (= index2 (+ end1 1)))

(assert (= end2 (str.indexof data ";" index2)))

(assert (= exe2 (str.substr data index2 1)))

(assert (= cmd2 (str.substr data (+ index2 1) (- end2 (+ index2 1)))))
(assert (< index2 (str.len data)))

(push)

; is assertion violated on this iteration?

(assert (not (=cmd2 "))

(assert (= (str.substr data index2 1) "x"))

(assert (not (= cmd2 "cvcd")))

(check-sat)

(get-model)

(pop)




(set-logic QF_SLIA)
(set-option :produce-models true)
2 (set-option :incremental true)

(set-option :strings-exp true)
(declare-fun input () String)(declare-fun data () String)

Symbolic Execution

(assert (= data (str.++ "p" input ";xcvc4;")))
cout << "Enter text to print :"; (declare-fun index1 () Int)(declare-fun end1 () Int)
. . ] (declare-fun exel () String)(declare-fun cmd1 () String)
Strmg InpUt’ (assert (= index1 0))
ge’[s(input); (assert (= end1 (str.indexof data ";" index1)))
. d Gk . ‘. . (assert (= exel (str.substr data index1 1)))
strin g ata= P ++ InPUt ++ ’XCVC4’ J (assert (= cmd1 (str.substr data (+ index1 1) (- end1 (+ index1 1)))))
Int index=0; (assert (< index1 (str.len data)))
S (push)
Wh | l e(lnd§X<Str.Ien(data)?{ ; is assertion violated on this iteration?
int end=indexof(data,’;’ ,index+1); Eassert Enc()t (= cr;dl(;"))) st 1))
. _ . . ] assert (= (str.substr data index1 1) "x"
string cmd=substr(data,index+1,end-(index+1)); (assert (not (= cmd1 "cved")))

- |:‘L”
If_(0md' ){ JC: \andy\work\pres\movep2020\examples>cvc4-1.8.exe ex-sym-exec-2.smt2
If(substr(data,irEeE

)(declare-fun end2 () Int)
cout << curr_ e

g)(declare-fun cmd2 () String)

. (model [ 1))
}else '(define—fun input () String ";xA") of data ;" index2)))
exec(cmd); (define-fun data () String "p;xA;xcvc4;" r data index2 1)))
Il (define-fun index1 () Int @) tr data (+ index2 1) (- end2 (+ index2 1)))))
Assert(cm Bl (define-fun endl () Int 1) data)))

}else{ (define-fun exel (; String "p')') i
« (define-fun cmdl () String "" this iteration?
cout << "Bad '(define—Fun index2 () Int 2) )
} (define-fun end2 () Int 4) g index2 1) "x"))
} (define-fun exe2 () String "x") 4")))

_ (define-fun cmd2 () String "A")
index=end+1; )

}




Symbolic Execution #2

cout << "Enter text to print :";
string input;
gets(input); <« “;xA”
string data= ‘p‘ ++ input ++ “;xcvc4;’;
int index=0;
while(index<str.len(data)){
int end=indexof(data,’;’ ,index+1);
string cmd=substr(data,index+1,end-(index+1));
If(cmd!=""){
If(substr(data,index,1)="p’){
cout << curr_cmd << endl;
}else if(substr(data index 1)="x"){
exec(cmd); < exec(“A”)
TASserttemd=="cuc4”);
lelsef
cout << “Bad command” << endl;

}
}

index=end+1;

}




Theories Not Covered:

* Non-linear Arithmetic [Franzel et al 2007, Jovanovic/de Moura 2011, ...]

* Floating-point [Brain et al 2012]

* Co-inductive datatypes (e.g. streams) [Reynolds/Blanchette 2015]

e Separation logic

* Even more in development: Graphs, Heaps, Multisets, Tables, Posits, ...
= Quantifiers V7



Ongoing work in SM
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"I This talk so far M Decidable = My Research



Quantified formulas ¥V in SMT

* Are of importance to applications:
* Automated theorem proving:
e Background axioms {Vx.g (e, x)=g(x,e)=x, Vx.g(x,9(y,2z))=9(g(x,Vy),x),Vx.g(x,1(x))=e}
Software verification:

* Unfolding Vx.foo (x) =bar (x+1), code contracts Vx.pre (x)=post (f (x))
* Frame axioms Vx.x#t = A’ (x)=A(x)

Function Synthesis: Vi:input.do:output.R[o, i]
Planning: dp:plan.Vt:time.F [P, t]
Knowledge representation: Vxy:Person.sibling (x, y) =mother (x) =mother (y)



Quantified formulas ¥V in SMT

* Are of importance to applications:
* Automated theorem proving:
e Background axioms {Vx.g (e, x)=g(x,e)=x, Vx.g(x,9(y,2z))=9(g(x,Vy),x),Vx.g(x,1(x))=e}
Software verification:

* Unfolding Vx.foo (x) =bar (x+1), code contracts Vx.pre (x)=post (f (x))
* Frame axioms Vx.x#t = A’ (x)=A(x)

Function Synthesis: Vi:input.do:output.R[o, i]
Planning: dp:plan.Vt:time.F [P, t]
Knowledge representation: Vxy:Person.sibling (x, y) =mother (x) =mother (y)

* Are very challenging in theory:
* Establishing T-satisfiability of formulas with V is generally undecidable



Quantified formulas ¥V in SMT

* Are of importance to applications:

e Automated theorem proving:

e Background axioms {Vx.g (e, x)=g(x,e)=x, Vx.g(x,9(y,2z))=9(g(x,Vy),x),Vx.g(x,1(x))=e}
Software verification:

* Unfolding Vx.foo (x) =bar (x+1), code contracts Vx.pre (x)=post (f (x))

* Frame axioms Vx.x#t = A’ (x)=A(x)

Function Synthesis: Vi:input.do:output.R[o, i]
Planning: dp:plan.Vt:time.F [P, t]
Knowledge representation: Vxy:Person.sibling (x, y) =mother (x) =mother (y)

* Are very challenging in theory:
* Establishing T-satisfiability of formulas with V is generally undecidable

* Can be handled well in practice:
 Efficient decision procedures for decidable fragments
e Heuristic techniques have high success rates in the general case



Solvers for V

* First order theorem provers focus on V reasoning
...but have been extended in the past decade to theory reasoning:
* Vampire, E, SPASS

* First-order resolution + superposition [Robinson 65, Nieuwenhuis/Rubio 99, Prevosto/Waldman 06]
* AVATAR [Voronkov 14, Reger et al 15]

* iProver
* |nstGen calculus [Ganzinger/Korovin 03]

* Princess, Beagle, ...

* SMT solvers focus mostly on quantifier-free theory reasoning
...but have been extended in the past decade to V reasoning:
e 23, CVCA4, VeriT, Alt-Ergo
* Some superposition-based [deMoura et al 09]
* Mostly instantiation-based [Detlefs et al 05, deMoura et al 07, Ge et al 07, ...]



Solvers for V

* First order theorem provers focus on V reasoning
...but have been extended in the past decade to theory reasoning:
* Vampire, E, SPASS

* First-order resolution + superposition [Robinson 65, Nieuwenhuis/Rubio 99, Prevosto/Waldman 06]
* AVATAR [Voronkov 14, Reger et al 15]

* iProver
* |nstGen calculus [Ganzinger/Korovin 03]

* Princess, Beagle, ...

* SMT solvers focus mostly on quantifier-free theory reasoning

...but have been extended in the past decade to V reasoning:
e 23, CVCA4, VeriT, Alt-Ergo
* Some superposition-based [deMoura et al 09]
* Mostly instantiation-based [Detlefs et al 05, deMoura et al 07, Ge et al 07, ...]

— Focus of the remainder of this talk



Quantifiers

e Universal quantification:
Vx:Int.P(x)

P is true for all integers x

e Existential quantification:
dx:Int.—=Q (x)

Q is false for some integer x



Quantifiers

e Universal quantification:
Vx:Int.P(x)

P is true for all integers x

e Existential quantification:
dx:Int.—0Q (x) —> —Vx:Int.Q(x)

—> For consistency, assume existential quantification is
rewritten as universal quantification



Satisfiability Modulo Theories (SMT) Solvers

Vx.P(x)A=P (5)

ESMT Solver
' SAT

Arithmetic solver

Array solver

Solver

Datatype solver

Y solver




Satisfiability Modulo Theories (SMT) Solvers

Vx.P(x)A=P (5)

SMT Solver

DPLL(T)
Arithmetic solver

SAT Nelson.
Array solver | Nelson-Oppen

' Theory Combination

Solver

Datatype solver

Y solver




Satisfiability Modulo Theories (SMT) Solvers

Vx.P(x)A=P (5)

SMT Solver

SAT
Solver

Arithmetic solver

Array solver
Datatype solver

DPLL(T) +
Quantifier Instantiation

_____________________________________________________________________________

Y solver

* Cooperative interaction between
components




DPLL(T)-Based SMT Solvers + V¥ Instantiation

T-Clauses F
|

Arithmetic
. Arrays |
' Datatypes |

f

* Portion of SMT solver that focuses on quantifier-free reasoning
(treats quantified formulas as propositional variables)




DPLL(T)-Based SMT Solvers + ¥ Instantiation

T-Clauses F
|

SAT Theory

Solver solver(s)




DPLL(T)-Based SMT Solvers + ¥ Instantiation

T-Clauses F
|

SAT Theory
Solver solver(s)

Context M

...when ...when
F' is unsatisfiable M is T-satisfiable



DPLL(T)-Based SMT Solvers + V¥ Instantiation

T-Clauses F
|

SAT Theory
Solver solver(s)

Context M

When M contains
quantified formulas...

...when ...when
F' is unsatisfiable M is T-satisfiable



DPLL(T)-Based SMT Solvers + ¥ Instantiation

T-Clauses F
|

SAT
Solver

Theory
solver(s)

Context M

...when
F' is unsatisfiable

\

Solver

...must consider
guantified formulas in M



DPLL(T)-Based SMT Solvers + V Instantiation

T-Clauses F

Set of ground equalities
and disequalities

partition E
A . e {f(a)=b,P(a)=1,...}
N 5 Context M

Q Set of quantified formulas
e {Vx.P(x), ..}

...when
F' is unsatisfiable



DPLL(T)-Based SMT Solvers + ¥ Instantiation

T-Clauses F
|

SAT Theory . Context M
Solver solver(s)

...when
F' is unsatisfiable



DPLL(T) Based SMT Solvers + V¥ Instantiation

(Ihsjca ntiation)

F lemmas
o e - Context M <
Q - \

...when ...when
F is unsatisfiable E, Qis T-satisfiable

F,..F

n




DPLL(T)-Based SMT Solvers + V Instantiation

T-Clauses F

tantiation)
leynmas

" - Context M < Fy..F, |}
= \ :

* Which lemmas are likely lead to “unsat”? ..when

E, Qis T-satisfiable

* When can we answer “sat”?




E-matching
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E-matching

Vx.P(x) VR (X)

* |Introduced in Nelson’s Phd Thesis [nelson 80]
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E-matching

o

|

Q
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|

So- oo

E-matching

Q{ Vx.P(x) VR (x)

\ )
|

Pattern

=> ldea: choose instances based on pattern matching



E-matching

Vx.P(x) VR (X)

\ }
|

Pattern

return
 ——

(Vx.P(x) VR(x))=P(a)VR (a)




E-matching

(Vx.P(x) VR(x))=P(a)VvR (a) |

“Instantiation Lemma”
Variable x is instantiated by ground term a



E-matching

Vx.P(x) VR (X)

\ }
|

Pattern

return
 ——

(Vx.P(x) VR(x))=P(a)VR (a)




E-matching

P (a)
—P (b)

E{ R(c)
—R(a)

S(e)

Q{ Vx.P(x) VR(x)

J

\
[
Pattern

return

— = —




Example
VX.P(X)A (—P(2)v—P(7))

e DPLL(UFLIA) + E-Matching

Context




Example

Context

VXPXIA (—P(2)v—P(7)) Vx.P(X)

e DPLL(UFLIA) + E-Matching
* Propagate : Vx.P(x) — true




Example
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Example

Context

VXP(X) A (SP)v—P(7)) o

e DPLL(UFLIA) + E-Matching
* Propagate : Vx.P(x) > true
e Decide : P(2) — false
* Invoke UF solver for {—P(2) }...UF-satisfiable
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e DPLL(UFLIA) + E-Matching
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» Decide : P(2) — false
* Invoke E-matching forE={—P(2) }, Q={ Vx.P(x) }




Example
VX.P(X)A (=P(2)v—P(7))

e DPLL(UFLIA) + E-Matching

* Propagate : Vx.P(x) — true
» Decide : P(2) — false

* Invoke E-matching for E={—P(2) }, Q={ Vx.P(x) }
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Example

Context

VXP(X) A (SP)v—P(7)) o

e DPLL(UFLIA) + E-Matching
* Propagate : Vx.P(x) — true
» Decide : P(2) — false
* Invoke E-matching forE={—P(2) }, Q={ Vx.P(x) }

matches




Example

Context

VX.P(X)A (SP(2)v—P(7)) A VXP(Y
(=Vx.P(x) v P(2) ) —P2)

e DPLL(UFLIA) + E-Matching
* Propagate : Vx.P(x) — true
» Decide : P(2) — false
* Invoke E-matching forE={—P(2) }, Q={ Vx.P(x) }
—> Return instantiation lemma (Vx.P(x) = P(2) )

matches




Example

VX.P(X)A (—P(2)v—P(7)) A
(= Vx.P(x) v P(2) )

e DPLL(UFLIA) + E-Matching

* Propagate : Vx.P(x) — true
* ...Backtrack

Context

Vx.P(x)




Example

VX.P(X)A (=P(2)Vv—P(7)) A
(= Vx.P(x) v P(2) )

e DPLL(UFLIA) + E-Matching

* Propagate : Vx.P(x) — true
* Propagate : P(2) — true

Context

Vx.P(x)
P(2)




Example

VX.P(X)A (=P(2)v=P(7)) A
(= Vx.P(x) v P(2) )

e DPLL(UFLIA) + E-Matching

* Propagate : Vx.P(x) — true
* Propagate : P(2) — true
* Propagate : P(7) — false

Context

Vx.P(x)
P(2)
—P(7)




Example

VX.P(X)A (=P(2)v=P(7)) A
(= Vx.P(x) v P(2) )

e DPLL(UFLIA) + E-Matching

* Propagate : Vx.P(x) — true

* Propagate : P(2) — true

* Propagate : P(7) — false

* Invoke E-matching for E={P(2), —=P(7) }, Q={ Vx.P(x) }

Context

Vx.P(x)
P(2)
—P(7)




Example

VX.P(X)A (=P(2)v=P(7)) A
(= Vx.P(x) v P(2) )

e DPLL(UFLIA) + E-Matching

* Propagate : Vx.P(x) — true
* Propagate : P(2) — true
* Propagate : P(7) — false
* Invoke E-matching for E={P(2), =P(7) }, Q={ Vx.P(x) }

matches

Context

Vx.P(x)
P(2)
—P(7)




Example

Context
VX.P(X)A (mP(2)VaP(7)) A Vx.P(x)
(SVX.P(X) v P(2) ) A (2VX.P(X) v P(7) ) jgf;)

* DPLL(UFLIA) + E-Matching

* Propagate : Vx.P(x) — true

* Propagate : P(2) — true

* Propagate : P(7) — false

* Invoke E-matching for E={P(2), =P(7) }, Q={ Vx.P(x) }
= Return (Vx.P(x) = P(2) ), (Vx.P(x) = P(7) )

matches

(repeated, ignore)




Example

VX.P(X)A (=P(2)v=P(7)) A
(= VX.P(x) v P(2) ) A (=VX.P(X) v P(7) )

» DPLL(UFLIA) + E-Matching — cOnthctmg clause!

...no decision to backtrack

* Propagate : Vx.P(x) — true

* Propagate : P(2) — true

* Propagate : P(7) — false

* Invoke E-matching for E = {P(2), —=P(7) }, Q ={ Vx.P(x) }
= Return (Vx.P(x) = P(2) ), (Vx.P(x) = P(7) )

= Input is W

Context

Vx.P(x)
P(2)
—P(7)




Encoding in *.smt2

(set-1logic UFLIA)

(declare-fun P (Int) Bool)

(assert (forall ((x Int)) (P x)))
(assert (or (not (P 2)) (not (P 7))))
(

check—-sat)



SMT Solvers for V using Quantifier Instantiation

* Traditionally: Implemented in
e E-matchi NE [Detlefs et al 2005,Bjorner et al 2007, Ge et al 2007] simplify, cvc3, z3, FX7,
Alt-Ergo, Princess,
cvcd, veriT

* More recently:

* Model-Based Instantiation [Ge et al 2009, Reynolds et al 2013] 23, cvcd

e Conflict-Based Instantiation [Reynolds et al 2014, Barbosa et al 2017] cvcd, veriT

* Theory-specific Approaches 23, cvcd, yices,
* Linear arithmetic [Bjorner 2012, Reynolds et al 2015, Janota et al 2015] veriT+redlog

* Bit-Vectors [Wintersteiger et al 2013, Dutertre 2015, Niemetz et al 2018]



Ssummary

* SMT solvers: efficient tools
e DPLL, DPLL(T), decision procedures, Nelson-Oppen theory combination

* Many applications
 Verification, interactive theorem proving, synthesis

* Many ongoing research areas in SMT
* More features: new theories, optimization, interpolants, abducts, proofs
* Improvements to existing techniques



e ...Thanks for listening!

* Techniques from these lectures available in CVC4:

Y

* Available at : https://cvc4.github.io/
* Accepts *.smt2, *.sy formats



https://cvc4.github.io/

