
Douglas Jones is an emeritus professor in the 
Computer Science Department at the Univer-
sity of Iowa. He has been involved in voting 
technology research since 1995 and was a prin-

cipal investigator for the National Science Foundation 
(NSF)-funded ACCURATE project (A Center for Correct, 
Usable, Reliable, Auditable, and Transparent Elections; 
accurate-voting.org). His book with coauthor Barbara 
Simons, Broken Ballots: Will Your Vote Count? (CSLI Publi-
cations, 2012),16 is a seminal work in the area of current 
voting technology and is highly recommended to anyone 

who is concerned about election in-
tegrity at the ballot box.

This interview is the fourth that 
we’ve done with Doug on digital elec-
tion equipment that we’ve published 
in Computer over the past decade or 
so. What follows resulted from our 
e-mail exchanges during May–July 
2024. This is the fourth interview 
with Doug on this subject since 2016. 
(Note: Some of Doug’s published 
work may be found online at http://
homepage.cs.uiowa.edu/~dwjones/
voting/.) Also, please see “Further 

Reading on Election Integrity” for additional resources 
concerning election integrity. 

HAL BERGHEL: Let’s pick up where we left off in our 
last interview in January 2022.35 These were your con-
cluding remarks.

“I expect that the stop-the-steal movement 
will continue to challenge elections and push 
for roadblocks to voting for years to come. 
I also expect that local election jurisdictions 
will continue to be seriously underfunded 
and I expect the shortage of technically 
knowledgeable election staff to continue.
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Despite this dismal situation, 
some reforms are possible. I hope 
that more states will require such 
simple things as rudimentary 
inventory control and checklists 
to help reduce the incidence of 
chain-of-custody errors, dou-
ble-counting of ballot batches, 
and ignored ballot batches. I 
hope more states require routine 
post-election audits, and among 
the states that audit, I hope 
that more of them will move 
toward more rigorous audits 
such as risk-limiting audits.

I don’t expect anything rapid 
in the world of election technol-
ogy. Voting equipment is built 
to last a decade or more, so even 
if we change our voting system 
requirements now, most of the 
hardware and software now 
in service will still be there in 
4 years. On the other hand, we 
must find a way to update our 
requirements so that they take 
an end-to-end perspective on 
voting systems instead of merely 
focusing on the voting machine 
in the precinct, which is just one 
link in the chain from voter to 
the official election result.”

It must be admitted that a stop-the- 
steal mantra was exceedingly service-
able in preparation for the subversion 
of the peaceful transfer of presidential 
power such as we witnessed on 6 January 
2021. According to The New York Times, 
as of 3 January 2024, 720 of the 1,240 
people arrested were sentenced for their 
involvement in the insurrection, and of 
those, 450 have been incarcerated.1 Will 
these convictions rate impede future 
stop-the-steal initiatives? 

DOUG JONES: No. Most of those ar-
rested were followers, not leaders in 
the stop-the-steal movement. Further-
more, the promise of executive clem-
ency for the convicts invites their allies 
to continued action.2

I attended Mike Lindell’s August 
2021 Cyber Symposium in Sioux Falls, 
SD, USA, where he promised to pres-
ent incontrovertible evidence that the 
2020 election had been rigged. None of 
the material presented at that meeting 
was convincing.3,4 The news coverage 
of that event focused on the claims that 
Lindell and other speakers made about 
the stolen election, but numerous state 
legislators and other activists attended 
the meeting. As a result, the meeting 
served as an organizing event for the 

stop-the-steal movement, and it helped 
launch a long-running roadshow that 
went on to tour the country.5 These 
events have helped build support for a 
wide-ranging legislative agenda that 
includes attempts to ban or severely 
limit early and absentee voting, require 
all voters to use hand-marked paper 
ballots, require hand counting of all 
ballots, require proof of citizenship to 
vote, and much more.

BERGHEL: In April 2023, just as open-
ing arguments were scheduled to begin, 
Fox News settled a defamation suit with 
Dominion for US$787 million relating 
to their 2020 defamation suit against 
the network for propagating lies about 
Dominion’s alleged “rigging” of the 
2020 presidential election.6 Dominion 
claimed US$1.6 billion in irreparable 
harm to its business over the false re-
porting. US$787 million is rising to the 
level of serious money. What, if any, ef-
fect will this judgment have on the fu-
ture practice of election denial?

JONES: This and related lawsuits cer-
tainly put a damper on the activities of 
the major players in the 2020 election 
denial movement. People like Lindell 
and Giuliani have been far less visible 
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since this and other defamation deci-
sions have been reached.

When I was at the Lindell Cyber 
Symposium, I listened to talks from 
people who convinced me that they 
were con men, pushing narratives that 
I am convinced they did not actually 
believe, but I also heard talks from peo-
ple who I am convinced honestly be-
lieved that they had found evidence of 
fraud. When I looked at their evidence, 
I saw other (and to me, more plausible) 
explanations, but I cannot hold them 
guilty of defamation for reaching the 
conclusions they did.

Convictions can deter con men and 
hucksters, but how can they deter hon-
est people who reach incorrect conclu-
sions? And, of course, there are inno-
cent people who want to believe that 
the election was stolen, and both ac-
cept and act on what they learn from 
people they consider to be experts.

It’s also important to remember 
that election denial is not partisan 
and does not require either slander or 
defamation. After the Florida recounts 
of 2000, some blamed that debacle on 
defective punched cards sold by Se-
quoia Voting Systems.7 While some 
conspiracy theories attributed this 
to malice on the part of Sequoia, Roy 
Saltman’s analysis of Florida 2000 un-
covered what amounts to a comedy of 
errors, most of which were accidents—
and the most ethically questionable of 
which had nothing to do with punched 
cards.8 Some of the conspiracy the-
ories being promulgated by today’s 
stop-the-steal movement have their 
origins in the Ohio 2004 presidential 
race, notably theories about votes be-
ing sent across political boundaries so 
outside actors could alter them.9

BERGHEL: Forbes reported that Smart-
matic settled its claim against One Amer-
ica News Network for an undisclosed 
amount on 16 April 2024.10 However, 
this still leaves an impressive number of 
related lawsuits open, including Smart-
matics’ US$2.7 billion suit against Fox,11 
as well as personal suits against Fox News 
anchors Lou Dobbs and Maria Bartiromo, 

Trump attorneys Rudy Giuliani and Sid-
ney Powell, and alleged election conspir-
acy theorists Mike Lindell and Patrick 
Byrne, to name but a few. In your opin-
ion, what is the end state of all of these 
prosecutions?

JONES: I think that there is strong 
merit to many of the cases, but I expect 

many of the plaintiffs to lose. The rea-
son is that news anchors, attorneys, 
and salesmen can easily claim that they 
were relying on expert opinions. If the 
defendants can convince the courts that 
they honestly believed those experts 
and that they were not aware of any 
credible challenges to the credibility 
of their experts, then they are likely to 
walk free.

BERGHEL: Amid the election deni-
alism following the 2020 presidential 
election, Mike Lindell’s Cyber Sympo-
sium advertised convincing proof that 
the election was stolen. You mentioned 
previously that the symposium fell way 
short of its advertised claims. Have 
there been any new and related devel-
opments since that symposium?

JONES: I have not seen significant 
changes in the conspiracy theories. 
What has emerged is a sense of ortho-
dox doctrine so that people who ex-
press doubt that the election was stolen 
are subject to excommunication. With 
this orthodoxy, there’s been a decrease 
in the detail of the conspiracy theories 
I’ve seen. Now, it seems sufficient for 
loyal conspiracy theorists to proclaim 
that the election was stolen—without 
presenting any particular detail.

BERGHEL: Much has been made of the 
ease with which one may use generative 

artificial intelligence (AI) tools to cre-
ate misinformation. To what extent 
do you feel that this might impact fu-
ture elections?

JONES: Generative AI makes it cheaper 
to produce convincing forgeries, but it 
doesn’t really change the nature of forg-
ery. Stalin didn’t need generative AI to 

erase political opponents from pho-
tographs of historical events. Moon- 
landing denialists didn’t need genera-
tive AI to claim that the moon landings 
were a hoax created by Hollywood spe-
cial effects.

What generative AI does is reduce 
the price of forgery. Photoshop makes 
it fairly easy to delete people from pho-
tos using its content-aware fill tool. 
Generative AI tools allow even more. 
We’ve already seen AI used to create 
convincing robocalls from candidates 
to mislead voters.12 While such fakes 
are illegal, I imagine that we’ll be see-
ing more of this, particularly in the 
form of doctored photos and videos 
circulated on social media.

Even without AI, parody has a long his-
tory of being mistaken for reality. The On-
ion, for example, has run many satirical 
stories that readers mistook for news.13 
The problem has become serious enough 
that it has a name, Poe’s Law: It is impos-
sible to write a parody that someone will 
not mistake for the genuine article un-
less it is clearly marked as such.14 Unfor-
tunately, Internet trolls know this and 
dodge responsibility for deeply offensive 
material by claiming that the material is 
merely parody and that those who are of-
fended are victims of Poe’s Law.

Bogus campaign claims have been 
around since the dawn of politics. Can-
didates have long misrepresented the 
positions of their opponents. We have 

Convictions can deter con men and hucksters, 
but how can they deter honest people who reach 

incorrect conclusions? 
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reached the point where we expect Re-
publicans to call New Deal Democrats 
communists, and we expect Democrats 
to call main-street Republicans fas-
cists. Selective quotations, sound bites, 
and video clips can paint a candidate as 
far more extreme than they really are. 
Misquoting a candidate to make them 
sound more extreme than they are is 
also common, if unethical. Using a deep 
fake to alter a sound bite or video clip is 
comparable to a deliberate misquote. 

Unlike a misquote, deep fakes cannot 
be accidental; if a campaign uses one, it 
must be considered malicious.

Deep fakes have serious potential 
as a legitimate form of political par-
ody. Instead of having an actor parody 
a  politician, why not use AI to create a 
deep fake of that politician doing ex-
actly what the actor might have por-
trayed? Bernie Sanders said of Larry Da-
vid’s parodies, “He does a better Bernie 
Sanders than I do.”15 Would it be worse 
to use deep fake technology to create 
such parodies? I don’t think so, but it is a 
short step from parody to political mis-
information and slander. All it takes is 
a failure to clearly mark the content as 
parody and Poe’s Law will come into play.

BERGHEL: In your book with Bar-
bara Simons,16 you quoted a former 
Chicago ward alderman who said that 
Chicago’s switch to voting machines 
led many precinct captains to subscribe 
to Popular Mechanics. Can a similar case 
be made for present-day political opera-
tors subscribing to Wired and Ars Tech-
nica for the latest trends in AI?

JONES: That quotation had a tongue- 
in-cheek element. Popular Mechanics 
does not teach how to pick locks or rig 
mechanical voting machines. Wired 
and Ars Technica do not teach how to 

rig e-voting systems. But, as Charles 
Babbage noted in 1832, while beautiful 
inventions are rare, both technical skill 
and inventiveness are fairly common.17 
As new technologies are developed, 
large numbers of people will eventually 
learn to use them, and the unscrupu-
lous among them will abuse them.

It’s interesting to try to estimate 
the population of programmers com-
petent enough to be serious security 
threats. If we assume that program-

mers have a 40-year working life, and 
we assume two big universities in each 
of the 50 states, each turning out 50 
programmers per year, that comes to 
200,000 people. Assume that 99% are 
honest, and you have a population of 
2,000 people who pose a serious threat.

I pulled those numbers out of thin 
air, but the point is, it’s wrong to rely on 
the obscurity of our technology as a de-
fense. In the days of hand-counted pa-
per ballots, our adversaries understood 
what could be done with pen, pencil, 
and paper. In the days of mechanical 
voting machines, our adversaries un-
derstood what could be done with rub-
ber bands, bits of pencil lead, cigarette 
lighters, lock picks, and other mechan-
ical tools. Today, we should expect our 
adversaries to understand cryptogra-
phy, digital signatures, injection at-
tacks, and self-replicating code.

BERGHEL: What is the state-of-the-
art in voting machine technology in 
2024? How reliable are voting ma-
chines now, compared to 2022 when 
we last addressed this issue?

JONES: Voting technology did not 
change much in two years. The fraction 
of voters using hand-marked paper bal-
lots is almost unchanged. The fraction 
using direct-recording electronic voting 

machines has fallen from 6.7 to 5%, with 
a corresponding increase in the use of 
electronic ballot-marking devices.18

In November 2023, there was a note-
worthy ballot-marking device failure 
in Northampton County, PA, USA. In a 
judicial retention race, some voters who 
selected YES on the screen had paper bal-
lots printed that said NO and vice versa. 
The cause was a clerical error made by 
the voting system vendor in their role as a 
contractor to the county for the job of con-
figuring the machines. The error should 
have been detected in preelection testing, 
but the vendor also acted as a contractor 
in designing the preelection tests that 
failed to detect the error.19 Sadly, the po-
tential for such an error had been clearly 
described three years previously.20

Many election jurisdictions outsource 
much of the work involved in managing 
election technology to voting machine 
vendors and election service companies. 
While large urban jurisdictions can eas-
ily afford to retain in-house technical 
staff to do this work, small jurisdictions 
have little choice but to hire contractors. 
For more than 20 years, I have argued 
that small jurisdictions should be able 
to pool their resources to afford appro-
priately trained election staff, but such 
arrangements are very rare.

For several years, there have been 
proposals to use advanced cryptography 
to secure elections. Many of the early 
proposals rested on the use of cryptog-
raphy to secure end-to-end guarantees 
for paper-based elections.21 More re-
cently, there have been widely criticized 
proposals—and even commercial prod-
ucts—using blockchain technology for 
voting over the Internet.22 Military and 
expat voters have been asking for some 
way to use modern technology to vote 
for several decades. This pressure will 
continue; the problem remains an open 
research area.

BERGHEL: From the point of view of 
accuracy, integrity, security, and the 
protection of voter privacy, how do 
things stand with state voting registra-
tion databases? How well are they cur-
rently audited?

Generative AI makes it cheaper to produce 
convincing forgeries, but it doesn’t really change 

the nature of forgery.
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JONES: Voter registration databases 
in the United States are inherently dif-
ficult to maintain. Unlike most Euro-
pean countries, the United States does 
not have a national database of citizens. 
Voter registration databases are main-
tained by the states. ERIC, the Electronic 
Registration Information Center, has 
long helped states recognize duplicate 
voter registrations. Such duplication is 
quite common because when people 
move between states, they frequently 
forget to cancel their old registration.

One of the core myths of the stop- 
the-steal movement has been that huge 
numbers of votes were cast illegally by 
dead people and by people registered 
to vote in multiple states. The first 
conspiracy theories about ERIC date to 
2016, and they emerged again in 2022. 
In 2023, these conspiracy theories led a 
number of states to pull out of ERIC.23 
This significantly weakened ERIC and 
left the departing states scrambling for 
alternative ways to check their voter 
registration databases.24

With ERIC weakened and a number 
of states scrambling for alternatives, 
an organization called True the Vote re-
leased an app designed to crowdsource 
the task of cleaning voter registration 
rolls. This app, called IV3, helps users 
identify voter registration records they 
wish to challenge. The result has been 
a flood of voter registration challenges 
at already underresourced local elec-
tion offices around the United States.25

BERGHEL: The Washington Post re-
ports that the State of Arizona is train-
ing election workers to spot AI-based 
deep fakery that might be used to sub-
vert election integrity by fooling elec-
tion workers with spoofed communica-
tions from election officials.26 It seems 
to me that such training is critically 
needed for both election workers and 
the general public—and not just to train 
election workers to spot fake communi-
cations but for the electorate to spot bo-
gus campaign claims. Your thoughts?

JONES: Indeed. Deep fakery has the  
potential to make spear-phishing attacks 

far more difficult to distinguish from 
legitimate communications. In the 
past, creating an effective spear-phish-
ing attack required labor-intensive 
research into the target. Deep fakery 
has the potential to greatly reduce this 
cost. This is not a new threat. All of us 
should already be deeply suspicious of 
phone calls and e-mails involving secu-
rity-critical subjects.

Early this year, many New Hamp-
shire voters received misleading robo-
calls delivering a deep-faked message 

from President Biden. The message was 
quickly tracked to a Texas-based robo-
call contractor, and the AI software used 
to create it was identified.27 I expect we’ll 
be seeing significantly more of this.

Databases of personal information 
allow targeting advertising at carefully 
selected segments of the population. 
Over the past decade, political cam-
paigns have made extensive use of this 
to target precisely crafted advertising 
to voters.28 Candidates have always 
crafted their message to their audience: 
for example, giving a different speech 
to a union meeting than they give to a 
chamber of commerce luncheon. Nev-
ertheless, the resemblance between the 
fine-grained narrowcasting that is now 
possible and spear phishing is signifi-
cant. I expect that we will soon see sim-
ilar narrowcasting of deep fakes, with 
material carefully crafted to mislead 
particular demographics.

To return to the Arizona example, I 
do not see how a “curriculum” to train 
people to recognize deep fakes could 
possibly work. The technology is evolv-
ing rapidly enough that the “tells” that 
worked last week are unlikely to work 
next week.

BERGHEL: You and Barbara Simons 
begin your seminal 2012 book16 on 

election integrity with the following 
1934 quote from Joseph Harris:29

“There is probably no other 
phase of public adminis-
tration in the United States 
which is so badly managed as 
the conduct of elections.”

It is now nearly a century after Harris 
wrote his book on election administra-
tion. How far have we come in address-
ing his concerns?

JONES: We have made progress since 
then, but there is considerable room for 
improvement. The U.S. Election Assis-
tance Commission adopted version 2.0 
of the Voluntary Voting Systems Guide-
lines in early 2021.30 These guidelines 
are nominally voluntary, but a suffi-
cient number of states require com-
pliance that they effectively set the 
standard to which voting equipment 
is built. Version 2.0 is a significant im-
provement over its predecessors, but it 
suffers from significant shortcomings. 
Section 301(a)(5) of the Help America 
Vote Act of 2002 creates one of these 
limitations by narrowly defining vot-
ing system accuracy to exclude errors 
“attributable to an act of the voter.”31 
Unfortunately, this exclusion means 
that the voting system standards can-
not regulate a central feature of any 
voting machine: how accurately it cap-
tures the voter’s intended votes.

California has been doing post- 
election ballot tabulation audits since 
1965, but for many years, they were 
alone. After the 2000 presidential elec-
tion, more states have joined. Today, 
35 states have mandatory post-election 
audits, and an additional eight have 
discretionary audits. Of the 35 with 
mandatory audits, six states have sta-
tistically strong risk-limiting audits.32 

Today, we should expect our adversaries to 
understand cryptography, digital signatures, 
injection attacks, and self-replicating code.



136 C O M P U T E R    W W W . C O M P U T E R . O R G / C O M P U T E R

OUT OF BAND

Unfortunately, many of the states have 
mandatory audits that are weak. A very 
common failing is to tell the auditors 
the expected tally before the audit and 
then let them count and recount until 
they “get it right.” Even with such weak-
nesses, audits have routinely found and 
corrected numerous problems.

Ballot tabulation audits are effec-
tive only if the ballots subjected to au-
dit are the ballots actually cast by the 
voters. If the chain of custody from 
polling place to audit is weak, then no 
matter how statistically sophisticated 

the audit, it will produce only weak 
results. Twenty years ago, I pointed 
out that jurisdictions can take some 
very simple auditing measures, such 
as comparing the number of ballots is-
sued to voters with the number of bal-
lots cast and comparing that with the 
sum of all votes in vote-for-one races.33 
There is obviously a problem if the sum 
of the votes exceeds the number of bal-
lots or if the number of ballots exceeds 
the number of voters. Unfortunately, 
many states release only the vote to-
tals for each candidate, preventing the 
public from performing these elemen-
tary checks.

Although Article I, Section 4 of the 
U.S. Constitution permits Congress to 
regulate the place, time, and manner 
of elections, Congress has largely left 
these issues to the states.34 This is why 
our national voting system standards 
are officially guidelines. The lack of 
uniformity in state voting rules has 
a significant cost. Consider a simple 
issue: the order in which the candi-
dates for office are listed. Some states 
protect the ruling party by listing can-
didates in order by the fraction of the 
vote their party took in the most re-
cent statewide election. Others rotate 
the candidates so that each candidate 

is listed on top on an approximately 
equal number of ballots, but there 
seem to be almost as many rotation 
rules as there are states that rotate. 
A voting system vendor interested in 
a national market must support all 
of these options. Furthermore, when 
voting systems are approved for use in 
a state, it is because, in principle, the 
system can be configured correctly for 
that state. It is up to the end user, the 
local election administrator, to make 
sure that each of the configuration op-
tions is set correctly.

Finally, there is tension between 
two obvious goals for election admin-
istrators. One goal is to maintain or in-
crease public confidence in our system 
of elections. The stop-the-steal move-
ment is clear evidence of a decline in 
public confidence, and this must be 
reversed. Another goal is to maintain 
or improve the accuracy and integrity 
of our election system. In the long run, 
improved accuracy and integrity earn 
public confidence, but these goals can 
conflict in the short run.

U.S. elections are massive under-
takings, frequently involving as much 
as 1% of the electorate in election ad-
ministration. In any enterprise of 
that size, we should expect problems. 
When audits and transparency expose 
problems, this can reduce public confi-
dence. One way to increase confidence 
is through public relations (PR) cam-
paigns. I am worried that too many 
election officials have responded to 
the stop-the-steal campaign with PR 
campaigns and not with measures that 
actually earn confidence. 
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